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mm&i mmm 

vt^v#mmn bti&»u m^v #mm*<DnyTyvm^Mmmzm^T 
, Mfo^yTyy<Dm^mmzmft?zmmMm^x9-j±iz&^x, 
grjia/s y #mm it. mm n y -x- y v m^mmm £ n & & =5f - ^ ##m§i-e# * 

l!5[©f AM ^ 'J - 7 b TS^ U fc ^ U -<DJV~ h frb U - 7 * X*<D 

mmt*-7Uv V (EKB) CioTBt^'fbStlfc^-Ht-^^- (KEK) 1? 
&£EKBgitf&3r-Bi#3f- (KEK) 

nyfyvk^rm-t^mnmu\z.mM(D7.bv-v^~ (Kstm) t.. 
z ^ tiwrn-vtb z> z t. z&m zl -r s m&m 1 i^mmoimmmm v * 9- a 0 

lafBE KBgg#dp-^#dp- (KEK) Z^tim$hit*c-7U y ? (EKB) 

Tli^#^«Tfg^^^b^-^n y * (EKB) £ ttf^$tltV^S^t £# 
$t £ f £ If 2 JC fH«® fit*flt3g */ X 5" A 0 
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tfjfBE KBmm*-m^*c- ckek) ay^m^m^^-tm^-^^ti 

itufB's v #mm & <k v # *f £fc tf *i =i > -T- > y & teHfti" -5 IB 

jc f his© mmmm */ x -x- a . 

mm^mt^r-^U >y V (EKB) {C J: t>Tlfc#fl;3 *lJl«S tlfi E K BM 
^-Bf-^-dp- (KEK) fct, (A-^a» W^COJglfT^ 

iff tat mmn iz^m^nr^ny^yycDn^mn'r^n^mt.^mL. 

MOff f 'J - 7 h b ti^ 1 'J - fiD;i/ - b U - 7 * T'ffl/U 
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iffi mmmm ^m^tir^ny^yyoyn^^Mn-f^T'^^^t.^mL, 
iff ib ^ -j #mm. & «k z$m ^ v#mm tfMi&tm ^ntcny^yv^m-tsm 

mgHDU&mn&V-? ills TM&L fry U -<D)V~ hfrt>V-7$.T*(DA* 
(Ks t d) T^^CLTS^ttWcDfait^lSiC^MLfe^^WL. 

Mtm£mmwm<Dz.hu-i?*- (Kstd) i±, mih^-^ u-^ic^ 
z. t & ^ -r s it ^ i \z mm<D mmt&m > * ^ a „ 

[ff^i o] 

mzmmmm k *&a« s *x & n > ^ > y & mn -r z> n%.mm t & ^ u 
8hr©S££&ik & u - ? t u t l x v u - ~ h e> u - ^ * t? © /i >i 
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^^-®i^i:btfflfA>f ^-^Py ? (DKB) £H£=!£gp>5J<Z>fai5l# 

o 

[»^3U 1] 

fb^r-^n^^ (EKB) &g^«f%©fH'lt#a{C^Lfe^$:W^S^i: 

tuta^-^;i/^M:3f--/n (ekb) ffffa^-^u -ii^cDm^ 

w- £ ^ v #mm tvx mmmm tc &m l , ^ ^\ ^ $g * © ^ y t- y v m-^mm 
mzm^x, Mm^y^yy(Dm-^mm^mn-t^mmmm^mzi5^x, 

mm ny^yy m-^mmrn & n& & * - m-%f&mmx& « mmt l x u r=. 
mwa> mm t $ n tc n y r y y m ^mmm & it- & ^ y #mm & m tmmmm k & 

[w&mi 4] 



4 



mtl#2 001-3038653 



#2000-247460 



^^fc^r-^n^^ (EKB) tCj:oTHt-^^$tl^=¥-Hf#^- (KEK) T* 

KBmm*-m-%*- (kek) 
ay^-yv *&ffl-tz>mmmmiz.w^i<z>x hu-^- (Kstm) 

[ff#£l 5] 

ffffHE KBEf^-i^^r- (KEK) &'£tim%s4k*-'7U y 9 (EKB) 

mm^-v u -<& u s 5 s a >f*tf», jEm^^^^y^^n^^^ 

Ttt«#*itflB&^M;3r--:/ny* (EKB) £ LTWf&ZtlT^ZZil 

nt^-sat*^ i 4 jciB«©it *«La^«s- 

mmEKBmm*-m^*r- (kek) ©^©^^^•rra^ 1 -^^^ 

[ff^^l 7] 

mmm&m^tzfttnyTyvm^Mmmn^ifftfr-rDzmtRLTny 
9- y vm^mmm & m% l . l £ =r > ^ y ym^mmm zm^x mm =z > 
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LT©f/Wx*-^n *; ? (dkb) ©fc-sfltsuc <fc y >r - 
K^-£lftf#t-£DKB#i3S>^ 

- K*-£g^TffriB^3frfb3f-:/ny* (EKB) <Z)#l3SS:|[g 

[»#«19] 

=i y y v ©sb» s. r=. iznz. & mn?& mmmmmmx*$> y , 
mm^mizmm-t^ny^yy(Dm^mizmm-t^^y^yy^~ k co 

-fffgi^CDn^^y 3f- : K c o n £MV^T*fJC5=l (Dm^f&MZMfi-t 
f5fH=3>^>^^P- : K c o n #*0.3Iin?lfc#fl; L fe««©«F 

[3f#£2 0] 

^m^mn^mmm & y - 7 £ vxm&t u & y y - ^ y - ? * -e© 

/^_L©;i,- K y-K, J3J:tfy-:7tC#**-&#/S#t*fc*-yy-!&« 

•g-tf^^b^r-^n y * (EKB) tC <fc o T H£#ft 3 *lfc*-Bif (KEK 
) T*&£E KBfBfB^-lM^- (KEK) 

£&Mt-£fB'l«S&cMc7)* h V-V*- (K s t m) fc, 

[H#«2 1] 
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itufBE KB®I#3f-Bgf#3f- (KEK) &^tf*^fc^r-^n ^ ^ (EKB) 

mmn\z&^x\r&^7f^mtemmk*-~7u cekb) t.Lxmm^nx 

[ff^2 2] 
[»#J®2 3] 

tufH/\ y * n * ftf smm&m^t s ti n > -r- > y m^&mmw 

9 & tit 2 o izmm^mmmm^m. 
mm <\ v #mm &&T$m^ v #mmfiftmttv & *i & n > ^ > y & f&srr s aa 

(Kstd) xm^tLxmmmmmmftmm^mzwm?zMf& 
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-it & s ic $ ti n > 9- y v <d n £ & £f? * -5 m & ^ l , 

tf, SBU -7lc*fj£LT&j£3*ifcy ~^©»J^-h LT©'J -^ftS'J^-fcfit 
[fff^«2 6] 

uia^ ^ **ff # & «fc ^ y #ff # # e> *i & n > ^ > y & &m i*- s sa 

l/-^3f- (Kstd) ^HiP#^LTlt#«ta^«rt<3Dia«#®tCfti»Lfc*^ 

t5iBfii««tasi«@^©^ hi/-^^r- (Kstd) tt, mm*-yv-Wf& 

[ft^^2 7] 

tt ««ta^B £ y — "7 £ l t u y y - © ;i/ - h ^ 6 y - 7 * t? © 

tf, &ay-7{c*f/SbTi83ts*ifcy-7^p-K:sr5v\T, ttfsa^r-y y-© 
aay - 7^e>±ffitcM*^^±©«»a©^«s*y - ^^--^mmizm^th 

fcfl&#ft*- 4: itcdt;W *^-7n y ? (dkb) ^iijiiiiSW 
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la 3 b ^ v #mm £ £ z$m ^ v #mm t>mm # w ?» ti r=. n > t- > y & &m -r s §a 
*«©fiiiR«i3®^tt & y - ? £ l t«j& l y u - © A/ n e> y - 7 * -e <o 

m$bfc*-'7Uv9 (EKB) S:fflf?|«! ! ffi^«WCD|a«#SlC«MLfc«^&^ 
[If ^2 9] 

irftB n > 9- y v m-^mmrn * m & £ * - m-%&mmr~& * mmt -t & * - &rs§- 

frf#B3r - m^it X -r v -f\z. £ T L fc*»©lt#'ffc £ *i n > ^ > y 
[0 0 0 1 ] 
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[0 0 0 2] 

(^T, Z.frhZmZ/'ryV (Content) fcPf,$) 4 h^f<D 
*vhV-?, feSV^*, ^^EU^-K, DVD, C D^aWLM «Tfg&i3'DS:^tt 

3.— tfCD/fr^-TSPC (Personal Computer) , fl^^fflaf, 

tt^-^Mic^^S3>f>^f-^ffl^f, aswa^y k, cd, 

[0 0 0 3] 
[0 0 0 4] 

[0 0 0 5] 
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[0 0 0 6] 

STffeSo -rj&fc^, «a.tf>f y*-%v h^&^urte^fbstifcw^-* 

[0 0 0 7] 
[0 0 0 8] 

ta encryption standard) 0 
[0 0 0 9] 
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[0 0 10] 

^mm^mmt^mv&^j. mfemAizft-tzm^tJcwit. f©#siA^ 
m iz j; o x m^it 2 *x & #o m a © * *r & r t # -e^ £ . 

^IMl^#ffc:£^CDf^#;& : &<ZMCJiR S A (Ri vest-Sham ir-Adleman) RlF-Sf^ 
[0 0 1 1 ] 

[#§B£#*i¥& L J: e> £ f « 3RjS] 

y y v % £ n > y v * - &ie^ & - if tc © ^n#fc -r s < 

[0 0 12] 
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[0013] 

o &_hM© pgjg WfcSJMy U - ic <fc U 3 ft S If #t£Tf If #ffc; b fc^Jffi ht5 
[0014] 

[f*£ £ S «) CD#IS] 

n > -x- > x y <z>m -f&a fcjgffl -r & n > ^ > y tf# & 3 > -r > y tc^f/sf* 
m-zit l x l r=. mm<D mmt s ft r=. =3 > ^ > y &g ##13111 & ^ tim^tv & 5 

[0 0 15] 
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-ZZ&timmtlr-^Uy V (EKB) (C £ o Tlf#ft $ *l£3f ( 
KEK) T'&SE KBgHm^-Bf-^^r- (KEK) fc, n>f>^5:WS!B 

'BMSfcH^©* h u-^- (Kstm) Z<£tiMf&V$>Z>z.t:*:ftWi£ 
[0 0 16] 

— Pgr-^^r ~ (KEK) fc^fr^M^-^O (EKB) btjIH=¥-^U- 

^-fb^-^D^^ (EKB) £ LTMf&ZnT^Z t^ttS. 
[0 0 17] 

it. mmEKBmm*-m^*- (kek) ©niffltii^^tMr-^^^ 
t; *e & £ ^ ^ £ mm n -r s 0 

[0018] 
[0 0 19] 

uvt (ekb) Kz^Tm^fczfrmmztiz e KBmm*-m-%*- (KE 

[0 0 2 0] 
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4gt@tffixhu-^>- (Kstd) T*m^tLTm£.mmm<Dtm^mz 
&m l r=. mm * m -r & r ^ & t -r s » 

[0 0 2 1 ] 

-r « fan^g ^ , mmmmmmzfew ^nt^y^-yv <Dn*£ & n^f * ^* a >r 

[0 0 2 2] 

SSfilf©^ h l/-S?3f- (Kstd) nm^itLTn&m&ftCD&te^&lZ 
teJMbfcfll/S&WU frjfa?S£i£S h U-^3f- (Kstd) ffffS 

[0 0 2 3] 
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kb) *n&mnft<D&to^mz&mi'fcm&&mt 

[0 0 24] 

■r- A tt, gfffa^ y **'ff# 33 «fc tm'N y *fit# ifift fort W *i n > -r- > ^ & 

»;H&^bOfc>f-S/-V^S&ff:^r-^ , ny ^ (EKB) &S£^«ft0>SBtt#« 
[0 0 2 5] 

mk*r--7Uy V (EKB) l±, fufH^-^U -«J*©ffij£©lC«f8;S ft5 1 
[0 0 2 6] 

» /\ y # tLx mm^m tc u m^^^mm^^ny^-yvm^m 
mm uy^yv m^timm & m& & - s£ j %mmmx& * m^t u x l tc 
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[0 0 2 7] 

*<StlM%it*--?Uv V (EKB) {CioTBf#^$tlfe^r-Bf#^- (KE 
K) ffeSEKBffif^-Ht^^f- (KEK) H y^fyV *&m~? ^fS'lt^ 

gtC®^©* h l/-^- (Kstm) &-^tf#f£'-e&<g> 3 £ 

o 

[0 0 2 8] 

#3f- (KEK) ^tiMmt^r-^Uv ^7 (EKB) m IE * - ^ U - <Z) U 

-fb=¥-yn^y^ (ekb) tLxm^nx^^^n^mwoi-r^. 

[0 0 2 9] 

mmEKBmm*-m^*- (kek) (D^momm^-tmm^-^^tim 

[0 0 3 0] 
[0 0 3 i ] 



2001-3038653 



#2000—247460 



-yy eau-^jc^jsbTK^stifeu - 7^-tcgt5VNT, mm 

S^C^^^bfe^^fb^r-^^-a-^LTCD^^^X^-^n^^ (DKB) <Z>fl[ 
^MlCfc U F^-SlR#t6DKB«tiXf*;^L Jfcftb^- K3f- 
IcSo^TiafB^M: y ^ (EKB) (D%M^m^^> E K B#LJl*^- 

[0 0 3 2] 

3 > 9- y v mm * i±#£ ^fr-r •§> mmmmmmr* $> y , 

nfe3>f>*>'IC»(5^^'y #'ff # ilbt iufBfE'HIStt IC&M U , ^ *\ v # 
m^cDny^yy^-- : K c o n ^m^^rMJ^ny^-yvcDm^^iM^M^-t 

[0 0 3 3] 

it'©;U±©;i/-h, y-K, feJ:tf y-7lc#>*dp-S:*f/S#Wfc^-y y 

-9*lStimihfc*r-'7Uy9 (EKB) (C J: o TBf tlfc 3f-Hf#3r - ( 

KEK) T^^EKBSBft^-Hf-^^r- (KEK) n y^fyv fcf&Hrr&gB 
«S«tc@^©^ h U-s;^- (Kstm) i:, S:-^tf*^T?*sri:S:#»ii 

[0 0 3 4] 

£<=>tC, *%W©#?|«LaiSia©— HJgfflll^llCfeV^T, grffH EKB @HM 3f — 
#3p- (KEK) *&timmk*c-7nv ? (EKB) t£, gfffg^-^ U -<Z> y 
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^v$&t£mmt*~-7uv v (ekb) ^ isXMmznT^z>z.£itnm£.?z> 

o 

[0 0 3 5] 

wmEKBmm*-^*- (kek) (D^m^mm^-tmm^-^^^tim 

[0 0 3 6 ] 

m ^ v #mm # m js# w ^ ti & =i > ^ > y & «m -r s asus^s jc^M$ti^n> 

n SrEtf&U SkSt^LfcnV-r^^^r- : K c o n 5:MV^frffa3 >^> v y 0)^ 
[0 0 3 7] 

mm^ v #mm& ± t>^^ *fii$R#*fo&# w e> n tc n > ^ > y &ra-r s fait 
& v -? nvxMf&isfey u hA>f>'j-7*w?x±©^- k y - 

UT&5£3*lfcy-:73f-3:, &f»#&JII£SH^©;* h (K s t d 

) T^^t L T ft &g |* (D SS«^S K: teJfrT -5 

[0 0 3 8] 

f&ia^ v #mm& «fc y #ra*#*hStf w <b n =3 > ^ > y &te»r* 5 taut 
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[0 0 3 9] 

LTS83t3nfeU-7^r-S:, $tfi?$E&3l&& H^©* hi/- S?3f- (K s t d 
SSSteM/-^- (Kstd) i± % t5IB*-^U-«lj*»cfeWS«S«t 

mmmizmfo-tz v-7<Dv-7mimz&r5\,\x$if&znz>3r-x&z>z£z 

[0 0 4 0] 

mm ^ v #mm & j: tm ^ v #mm &m is # » & n & n > ^ > y & f&arr s S3« 

& "J-7i:Utf^Lfe^ y Nfr £ y - 7 2; -e<zm°;*i:tf);t/- K y - 

h\ s«fct>*y -7tc#^^-s:^is#wfc*-y y eay-^ic^ffs 
Lxwtfeznr=.v-7*r-iz.m-3^x. mm^-vv - ®§Bu-7^&±fiic 

M * A *_L<Z>««&©^& £ y - F * - S MM fc « #-ft L £ * - £ 

LT®f/H^^-^a»^ (DKB) fcft#ffi«gSft<Z>SB«#©fc«lttUfc 

[0 0 4 1] 
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e k b) *mm&mmmft(Dtm^mK&mLf=.Mmitm*?z> z\ t. zmmn-tz 

a 

[0 0 4 2] 

ny t- y v <Dm ^mmiz mm -rz^y^-yy m-^&mm zny^-yv iznj&tt 
frfiH n > y v m^mmm * m & & * - m^mmrnvg- * m-^it ir z> * - 

ffjfE* -m^tXr V -fiZ £ V^ T £fR b fc^(7)Bt^ft S *l £ 3 >^ > V # 
[0 0 4 3 ] 

(Dj&MltmzWifeZtite^o 

[0 0 4 4] 

ii#J^ft£;fr LT=z>t:°:x-# • -fu 7=5 U £ n y b? a. - # • yy,f-u\z^yy, 
b->v~tz>z\£.izj:^T, • y A±-vitmm^mtimn 3 4x 
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[0 0 4 5] 
[0 0 4 6] 

o f s -*«ia#®2 o-eti, SfgLfciir&ffcn^s/y, & £ W«-^Ht;3>5 : - 
o t.T-z#t>m^m.2 o n<DWr-zx.m^ ^y*-%v vmv>% 

»j hy-#&ftLTs &£WiD VD, CD, ^©ft&©^M^fg&fB'!«#£:fr 
[0 0 4 7] 

3 Old*, Hg^^tgSr^t-^fH'li^ilLTCDMAli^^U-^- K (Jlfl; 
Mil LTte* ^ U (Memory Stick:^) ) tf^tlS. f-fil? 

IS 2 Oj&^-^-^fBffl^aa OKMt-^-^fcilft&SL fiJ:tf^-*IH«#® 

- z (Dm-^mm &mn <* *i*ie & >r - * n t: - <z> RSit # m e> n z> . 

[0 0 4 8] 

o 

[0 0 4 9] 
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@»13, DVD, CD^^f-fTHTOfJ, 7 s - **Q.3I#S 2 0 

of/H7i:LTii, y\°-y^-;un>ti 0 rL-^ (PC) 21, /Jf-^^Vi/^A-f 

X (PD) 2 2, !J|*f«gS, PDA (Personal Digital Assistants) ^(DMffi 
»§2 3, DVD, CD-7U—Vm<D&&n&$&. ^-^*2 4, ^=E'J-* 
— K (ex. ^^'J-^f-f 7^ (lSf«) ) &fWlfcf|£it2 5m5 0 

i ti e> f - ^ 2 0 ;w ^ k, ziy^y vmm^mi oa^ji^s 

[0 0 5 0] 

02 k:, f^»a>T>7f-f©#wi&it 0 0 2 {c^-r^/^^A 

;s-yt;i/3^t:°a-^ (PC) 100, S£l£fi 2 0 0 J: t*3B«36tt 3 
0 0nt©f-^ (zr>^> x y) <0#SMlt30!I&a*Lfc0-e*>£o PC10 0S 
, ^□^^AiScfca'^-^fa'itMCD/N- K-^-f 7.9 (HD) 

[0 0 5 1] 

V^-;i/3>fcfa.-# (PC) lOOtt, >fV*-*»;h, 4*2feia*M9S(3D# 
5ft* V h t7-*£t&&nrtBT?S>»K #f;U;£, EMD (Electronic Music Distribu 
tion: S^-W^M) if CD IJ—fc? 3 EI^ L & V^- If X :/n ^-f # 

, S4^fi2 0 0 jcffi^S. A-y^;i/n> ifn.-^ (PC) looti 

y^-;bzr>t°rL-^ (PC) 1 0 0 it CD,'DVD*&AAbfcf- 
*&MSfi2 0 OlCffi^j-TS. 
[0 0 5 2] 

3B«£S3 0 0li, S^«2 0 0JC*fLT3iPffite«Eft^«, ^i^^E'JX 
7^ v * (Memory Stick -£&*J, 7 9 y ^ U nTtg& 
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[0 0 5 3] 

®2 ic^-r^ e>c, pc ioo, #iit2oo, o omiz 

■e cd n > >f- > % y # Ifr © us tc ti u > ^ > y £ st f b -r & r £ -e -5 s - * © -fe * ^ u -x- 

[0 0 5 4] 
[0 0 5 5] 

) S4gft'fe5. t&:b1=>EI3 JC^M^U- (*) *3tCD#i|(U-7 : l 
eaf ) & ■£ fi ? tl<D 7 A >f ^ fCfg S f S „ 
[0 0 5 6] 

#f/HX0~15tt, §£gB#&£VH£ffi^B^ &£V^;}:-£C7)#{C£V^, EI 
^--fey h^^^UiC^M-T-So HI3 C7)*TIS{C^-tK 0 0 0 0—K1 111^ 

~ki i u; - K^r-a-rso 
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[0 0 5 7] 

0 3 iZ^-tV U -flfj&JCfcHT, mfLltTM* 0 ttiJ-7^r-K0 0 0 0t 
, y - Kdp- : K 0 0 0, K 0 0, K 0, KR^^ffS. -yVW ^ 5 0 1 
0 1, K010, KOI, K 0, KR&MtS. 7, 15tt, Kllll 

, Kill, Kll, Kl, KR&ffi^S. HSayy-fctt^W;* 
#0~1 5©1 6fl©#i3*3*X, ^ U -«5t : fo4m«^©^©i:tlfe£^ 

[0 0 5 8] 

U^&lgfflLfe^^U K, DVD, CD, MDf, & * 4 ^Offitft^fi 

_t tci33ic^-r:2>^>y&^ «itSH^#^ v & z> mm v u - tt& # 

[0 0 5 9] 

*tfK3.©j&i»T?H^S&3\ t-Jfet)^^^^ 0, 1, 2, 3 — ©ia»» 
n / Vf £ i£tf b fe »J , A >f * * & Mt5n>f>^^-?: j&tf L 

»; , & & v ^±#5* a >r * a* *> □ / w *f & s v * &&$r$i tc n > -x- > v n± © 

Mii, 0 3 cd£J|t*H/u£3I$:9\ f fcfc-fcfVW :* o, 1, 2, 3110©^ 
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[0 0 6 0] 
[0 0 6 1 ] 

S3o©fA>f^0, 1, 2, 3 \&J - K^r-i: lt»^r-K 0 0, K0. 

n^f^^^-^fymo, l, 2, 3©*jcH«^-Sii:^"5riB^**. 

tf, $Tfcfc«M#&^ff^S£fcfc<'5VW*0, 1, 2, 3 <7)^{C^il©=l> 
^>y^r-©ia^^BriB-eS)S 0 lrfc*n>f>^^-Kcon$:;-K 
^r-KOOT'lt^ftbtf Enc (K00, Kcon) ^yh^-^fc^L 

T&sv^ttia^acfttcisttfL/T-rA^ ^ o, i, 2, 3 tcgfrftrrjia:, * 
o, i, 2, 3©##, ^;n^;ft(a^v^xc;)3v^^i-£&^>> - f^-k 

OO&M^TBlf Enc (K00, Kcon) ^tn>f ^^^f- : Kc o 
nSiiitMtaiS. Enc (Ka, Kb) i£K b £ K a JC J: o T 

[0 0 6 2] 

IC£^T, CDm^^-S^t :K0011,K001, 

K0 0 ,K0 ,KR##*# Uwto-) ICJ; y JSMfTStlTRM Lfc £ U 
*tlJK», S/^^A (f/UXO, 1, 2, 3©y;i/-^) 

fcfelCWU y- F3f- :K001,K00,K0 , K R £ -ttl-etl^rfefcttK (t 
) 001, K (t) 00, K (t) 0,K (t) RJCJgfrU f/H^O, 1, 2 
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tC-£<B3S*f3F--&'|g;*.£i&S#&*. i-iT?, K (t) aaait iKaaaffl 
IftfS (Generation) : t ©35*f3r-'e*><5 3 . 
[0 0 6 3] 

JK«f^r-<OBB^aoV>TSire'tS. *-0>35*rtt, Mill 04 (A) tC^ 
•tM%}it*-~7Uv V (EKB : Enabling Key Block) £ Pftf y * 5 s - 

Ultf/U^O, 1, 2 IC^-tSifclCfcoTUff £*l£ 0 

-7Uv* (EKB) (i, H3JC^'T«fc^feyU-«3tS:«i^-r«#y-7iC*f- 

f&Zn&o Mn\t*-rfUv V (EKB) It, *c-~g.ffi-7Uy ? (K R B : Key 
Renewal Block) £ P^litl^ £ 
[0 0 6 4] 

04 (A) \Zm-t^mt*--7v. v > (EKB) (Ctt. 7- K3f— ©3E*T©& 

-5. H4<0#iftt. B3tCa*fy y-fcj&^O^/V^O, L 2lC23V^T. 1ft ft 
t ©Mffy - K*-SS^t*3i:S:B»i: bT^S4xfe^D v 9 

TK (t) 0 0, K (t) 0, K (t) RMB*e&y, ^*A-f^2kL M§T>> 
-K^r-illTK (t) 001. K (t) 00. K (t) 0, K (t) R#&g 

[0 0 6 5] 

04 (A) ©EKBtC^S*lSJ:^K:EKB{Ctttt8S[CZ)B|p-^'ffc^r-^*nS 
o *T®<Z>Hff#ffc;3p-BU Enc (K0010, K (t) 001) 7?&£ 0 ^tl 
fcfc-r/W * 2 <DW-D U --7^-K 0 0 10 (CJ:oTBiP#ffc$tl^J5tfy - K3f- 
K (t) OOlTf&U, T r A-rX2li, B #©#oU- 7* -fC«fcoT 
ffc3f-&fc#U K (t) OOlSfSIt^gS. tt#tCJ:»;»feK 
(t) OOlfc/gVNT, 04 (A) <DTfr*> 2aS(DBf#fb :3 r-E n c (K (t 
) 00 1, K (t) 00) &fc#BTtB£;&y, Sfry-K^r-K (t) OOSf 
SIt*«T?t5. JS*T)E#C, 04 (A) ©_t#e> 2©B©Hgp-!Hb3f-E n c (K 
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(t) 00, K (t) 0) &3MfU J5$T>>-F3r-K (t) 0, 04 (A) (D 
±*^lil0Pf^fb^-Enc (K (t) 0, K (t) R) fc^LK (t) 
R£#£ 0 — 13. T^UXKOOOO. K 0 0 0 Hi, J — F^-KO 0 0 & jg 

m-r&ftmz^&frx&^-f, m%rJ- K^-^bt^n^oii, k (t) oo 

, K ( t ) 0, K (t ) f/W^KO 0 0 0. K 0 0 0 04 ( 

A) <D±frb 3|£@©Bgf-$H[:3f- E n c (KOOO, K (t) 00) ^tf LK 
(t) 00, £Ifc#U Jt^T, 04 (A) ©J^£ 2|£g<Z)B£-5§-tf;3f-E n c ( 

K (t) 00, K (t) 0) 35#t/-F*-K (t) 0, 04 (A) 

V>±frb llSBOOBiP^^-E n c (K (t) 0, K (t) R) &f#LK (t 
) R£#£„ -11 CO <fc :MC L T\ WXO, 1, 2iiJgirL/fc^K (t) 00 1 
,K (t) 00, K (t) 0,K (t) Rr#sri:^$5. 04 (A) 

[0 0 6 6] 

0 3 tC^-T^U -^it(Z)_t^|gC0 7 - F=3p- : K (t) 0,K (t) RCOJSff 
7- F=3p-K0 OCO^CDJgMS^^T'feS^tCtt, 04 ( 

B) V>mm } G*--7Uv V (EKB) *m^Z>Z-£.T*. JSHfy-F^f-K (t) 
OO&f/U^O, 1, 2 lCM?-r<5^.>l#T*£3o 

[0 0 6 7] 

04 (B) tc^^EKBii, M^-«#^©y;i/-y{c^VAT^^"r-g>ff^^n 

l-^V-^ftCO^A-f XO, 1, 2, 3 ^fe-5fa^^?:MV>TJ3y, 
m.(Dnyfyv^-K (t) conMltfe5tt§. 3tf>££, ^A-f^O 
, 1, 2, 3©^il©y - F^f-KO 0 &3g$TL£K (t) 00&M^T§r£& 

Pkmamm^yTyy*- : k (t) c o n ^^#^1/^^-^ e n c (k (t 

), K (t) con) &14 (B) iZm-TEKB tt^izm^'t^o ZLCOTOiC 
£ L T <DMW «Tfg i: & -2. 0 

[0 0 6 8] 
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-t&t>*>* fAM^O, 1, 2ttEKBS:fiibTffeK (t) 0 0 
±fBRf^:££^|-if-*U£, tm&T*(Dny^yy*f-K (t) con^:t 

[0 0 6 9] 

05IC, t Bfj&T©=r>^>y 3f-K (t) con&ft^lftltlT, K ( 
t) 0 0 £ffl^T§r£&£aitf)=i>^> v y3f-K (t) c o n &BgF-JHfc Lfc-T*- 
#Enc (K (t) 00, K (t) con) £04 (B) IC^"T E K B £ grSBft 
It^ltfIlfef7H^0fflM?:gt o -t&fc^E KB{C<fc£Rif-5f->fb* 
y-fe-^T 1 -* fcn^^y^f-K (t) c o nil 
[0 0 7 0] 

E KB £ e##&£^C#>^LTV^ y — F3f — K 0 0 0 &M^T±*&L££ 

ra«©E kbjmjc <fc y, y-K=¥-K (t) oomts. 3*>ic, 

fejgff/ - F=¥-K (t) 0 0 Zm^TMffiny^yyic-K (t) con?:tg 

fit, ifeic-eti&ftM'r-sfefttca^iew^oy-^dir-Ko o o o-eit-jf- 

[0 0 7 1] 

[E KB07^-7-y h] 

06lCtM^P-^ny^ ( E KB) ©7*-7*;hWW. A-^3>6 

0 1li,.fM^-7*D*^ (EKB) ©A-^3>£^-rira^T&<5 0 

fB£f#o 0 -r^xte. l^-^n^ (EKB) ©fB^&ofVW^lCjtf*- 

EKB) #©"7 s -*ai©ffiiB&^ , ritf^>* , rS>y, ^TO>^ 6 0 4(i^^ 
gP©fefi. **3i<>r 6 0 5 li*i&©ffi«S:^-rsi<>f 
[0 0 7 2] 

-^-#315 6 0 6tt, «i«IftS;- K^-fclt^fcLfcf 5 - S 
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[0 0 7 3] 

©OTi&att^yt-^S. d<Z>#^CDtf#;i/-;i/£|§I7 &m ^xmR-t&o 
miVlt. f-^tbt$fe(C04 (A) «lfc«^-^n-^ (EKB 
) £j£tf-r<£M£mLTv^ 0 ^©b^cDt 1 - # te, ®7tf)^| (b) iz^-t^oic 
^©^^©Bt-^^^-tc^^ti-S b vzfJ - Ftf>7 Fl'XS: l> y ~7 J - F 
7F^it5 0 J\y- b*c-<D^.m*r-K (t) R#^£*ITVa£ 

nc (K (t) 0, K (t) R) }±, EI 7© (a) fC^f PgJg^ U - tC^&g 
IC&£ 0 ?k(DT-#te. Enc (K (t) 00, K (t) 0) T*&U> 

&V^-£tel #gg££*l3 0 #^Ji (L) *$T, ^ (R) £LT|g£ 
£4"l£„ M©T-nnc (K (t) 0, K (t) R) <D&lZ \Z^~ # tf& 
SCOT?, L#^*=0, ^tCte^-* #3^0)1? % R^^*=lil^5o -r^ 
Ttf>T-*-*&C#y#tS:^£*W 0 7 (c) iZxk?7-*PL £J:t>*#^#iam£ 

[0 0 7 4] 

r-XEnc (Kxxx, Kyyy) tfV U -m&V> ¥ Z.lZ.&W:VT 
Enc (Kxxx, Kyyy) . . . li, ^MtCBt^-fb^ ntc-^-CDm^- * 

0:Enc (K(t) 0, K(t) root) 

00:Enc (K (t) 00, K (t) 0) 

0 0 0 :Enc (K ((t) 000, K (T) 00) 



3 0 
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S„ 

[0 0 7 5] 

0 6(CMoT, EKB7^-W htCoVAt^ P>(C|5i^tS„ (Signatur 
e) It. mmt*--7ny>7 (EKB) fc^gfi 1 L feM/ttfltlffJg-fe > # . 

7.\*m&WLmz&-DTiE^temmk*-zruvv (ekb) ^^^tl^ 

^b^r-yn-/^ (EKB) T'2bZ>Z.£.*:m%&-tZ>o 
[0 0 7 6] 

[EKB b^:H>-r'> v y d P — J3<fct^n y^ryvcDMial 

±M®MT'ii, n>^> x y^-®^$:E kb ^ t&izm.tt'tzmiC'Dit^Tmm 

Lfetf. ny^yv^-x^^tLt^ny^yv ny^yv^r-^^^r-X 
m-^^tLtcziy^yy^-t. e KBKX^xmmt^f^ny^-yv^-m^^ 

-z&itxmtf-t&wmz'D^xaTWiw^&o 

[0 0 7 7] 

K8 iZZ.OlT-Zmf&Z^-t* M8 (a) {C^^J&IC&VaT, Enc (K c 
on, content) 8 0 1 li, -ny^-yv (Content) ^Ziy^-yV^r— ( 
K c o n) Xm-Bfcl>r~T-*X$> U, Enc (KEK, Kcon) 8 0 2 It. 
n^-x-^y^- (Kcon) £=r>^>y ^-Hf-S^Sf- (KEK: Key Encrypt i 
on Key) XV&mthtz.'r- ZX&V , Enc (EKB, KEK) 8 0 3 l£, Ziy 
TyV*-m j %*-KVKZmm\:*r-'7Uv V (EKB) {Cj:oTBf^bL^ 

[0 0 7 8] 

Z\Z\X\ ny^-yV^-m^^r-KEKlt, M 3 T^-T J - K*- (K0 0 0 
, K00-)> fc^^kDU- h^r- (KR) <> ^t-J-F* 

- (K0 0 0, K0 0-) , h^f- (KR) fCi: o TBf-5Hb3 tlfe 
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[0 0 7 9] 

in 8 (b) WDLo>n>7-yv-&* ;: r4 rtcsa»s*i, tn^n-ftm £ E n 

c (EKB, KEK) 8 0 5 ^fljffl bt ^^^©TOJ5:^t, 3£>J:e>&« 
fiJclCfc^Ttt, *f-^ICI5CEnc (EKB, KEK) Sr^f £ 3 £ & < , 
Enc (EKB, KEK) iC U > * iT 3 U > # # ICtfiJtJ 

[0 0 8 0] 

09 {czr^^y^f-Bir-^-KE msiz^-tJ ~ K^f-K 0 0 ZMffi 
Lfc3ga?>>- K*-K (t) 0 0i:lT«Lfci^J^t o £<Z>#^ a 

3 ©^#^H^^^;l/-y^C^V^T7 r A-f ^ 3 MAli»t©»»lC J: V U Jjf 

(#|&) £*iTv^i:LT, i&<D?fr yA^ -t&;fc>*>, f^H^O 
, 1, 2{C*fl,*C0 9 tC^-f (a) m%ifc*— 7 U y 9 (EKB) (b) 3 

>^>^3r- (Kcon) ^ny^ryv^--^-^^-- (K E K = K (t) 00) 
X-m^rlkLfc'r-* (c) nZ/-r>V (content) ^nyfyv^r- (Kc 

on) T?lt^ffcLfc-7 : --#££SH3 , rsr£tc<fc »J, f^UXO, 1, 2tt3> 

^f-yv 3. ii^T^So 

[0 0 8 1] 

v*fc«##yiK:j: y, ny^-yyir-m^*- (kek = k (t) oo) 
"TS. #ClC, K (t) 0 OfCfc^ifiC j; U 3>f> 4 y^-K c o n 
S&IC3>r>y*-Kc- o iUC J: U =r>^>y tf)^-i§-£?f&e>o ^ft^CD^S 
IC£*J, vVW^Oten:/^^ SrjftJJBnffBiifcS. -rVW * 1 , 2tCfcV>T% 
#*M&£M^#JllT*E KB ^JS^S^illCJ: U, =2 y^yv ^-Hgp#^- ( 
KEK = K (t) 0 0) £Ifc#^&:it#nTfg£&U, HHflllczi y^fyv Srffjffl 

[0 0 8 2] 

0 3 lCa*-rfl&©40b->feD'7 s A>f *4, 5, 6—ti, 3 ©iBjJitf)^- # (EK 
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^>^=¥-Bf#^P- (K E K = K (t) 0 0) &#fr*«5 Zlil V*. Rft 
-Tftt, n > ^ > ^ =f =¥- (KEK = K (t) 0 0) SrBt^i-Sih^T? 

[0 0 8 3] 

3<Z>£e>lC> EKB Z$mLtc.ZiyTryV3r-0)mm.Zm^tllZ. ^-ZA* 
[0 0 8 4] 

IM*-^n*; V (EKB) , 3>r>7^-, ff-*Hb3>^>y^ 
-zfuy? (ekb) , ziy^-yv*-. ^mtny^-yv £D vd, cd^© 

-zfuvt (ekb) <D'&^K£Vmbnz>ziyTyy*-1t8im-?z>£ : 5iz.W 

m htib Bt b =i y y v <d mustim* -tte£>%%m°!m&=i-- if tv* * & 

mfeLt=.nyTyym^t>mMteMf&T*mm^M£teZ>o 

[0 0 8 5] 

mi o\zmmmmz^mt^iy^yvt.t.%\zmmt^-^uv'7 (ekb) 

fcte*»Lfc«J*0![&aV3\ K 1 0 KarrWfcfc^TfcJ:, mmmmzuy^yvc 

1 ~c 4 tfteHftSJi,, 3 e>tc#«JW3>^>y ic^/S-rso^arfb^r-^n y * 

(EKB) SttJStfttfc^-^tffcJIftStU S?>tcA-s;a>M©^^bdp-^ 

Uy<7 (EKB M ) jMMftStlT^S. litfE K B_ 1 \*n y^-yv C 1 £ 

m^tLt=.ny^-yV^-K c o n 1 tfMCGgM 2 *U Mx.liE KB_ 

2 C 2 &lt#<ffcl/fc:3>T->y 3f-K c o n 2 fc^/fc^S ©tC«/B 
3ft5. ICft'tt, A-^a^MliDJlM^-T'nyi' (EKB M ) jb<fH» 
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M) lC*fJC£#^e>nTV^*<3D*e, ^^Ht^f-^ny? (EKB M) <D'&mz£ 

yn>f>*;c3, c 4 on'>'T-> x y^r— ekb_i 
, EKB_2JiT r ^'^^^c^$tlTv^^v^©T^ iffc^*i#t^m> 

fca-^&fca&lCi&gfcE KB_1 , EKB 2 i:«t^5 0 

[0 0 8 6] 

— k, ?-zmitmmk*--7uv v (ekb> nn^zmmt^xmrn-t^m 

[0 0 8 7] 

01 1 tcpgf7 U -il0*r d''J 01 1 Icfc^T, 

PgMyU-*5g©*±©tCtt. ;i/-h^-Kroot 1 101«$tl, J^T 
©^WSJCtt/- K3f- 110 2*«®^3tl, fcTSJCtt. -U - 7*- 110 3 

[0 0 8 8] 

K^^-Kii-r*. ^Mgo l o©y - K&^i: Lt«T, M+l^j^T©^ 

[0 0 8 9] 

flUtfH 1 1 <D%iMmB<D 1 ~3<DJ- Fl 105 JCtt^T-iJy [^^U x-x-y 
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LTWLfeZft&o 'tt£t>?>* J - K 1 1 0 5J^T&, ^^U^f'ffi'CAfJ 
[0 0 9 0] 

££fC, M©^e>»S^Tfi©©S:-!f^3J;^dru 7 - Kl 1 0 6 fcLT&Jg^ 
srttf-pts. Mz-ltmizm-t «fc >5 tc^-r-dTU [^^Uxf-f vf] ;-Ki 

f^rd'J J- FT'feSgM^©y- Kl 10 6J£tTlC H^ffi#| 
(D±t J'J JC^*4xSW^S^«tB#§mtS©y - K 1 10 7#»j£3*i, 

jc*©t&jc, w^s^atBtf^sisoA^rry testis [phs] ;-ki 
i o 8 h mmmm ;-kho9 fetajg-r-sii: 

[0 0 9 1] 

*^=fU y- K&y-A**^-*-©|R^^S^-A««XYZ^M©]IJ^y 
JKT©T©©y- K^P-, V -7 *-*^LTmm-tZ>Z. * 

(EKB) ££j£LTI2MU Ig ,67 - FgT©f/W X tc;fcf LT©#frJJB 
«Tffi & -r - # #BBfe "Tfg £ & £ . 
[0 0 9 2] 

£«sn&*fd'J, S>-5VN{i-b-^^^=JU©My- Fi: LTSg^-r-&«^i: 
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x ic it^ < jg« zmt £ -f ic * -3€§r £ Hffi" £ - £ tf-e £ 3 „ 

[0 0 9 3] 

[fBf E K B IZ J: £ 3f - BBfg«^] 

feffi^T^W* (U--7) J5JC3@lf?f"rs#^, ^-BtflfSfc^/W X<Z)ffiWbTV> 
*U-7^r-, 7 - K*-£ffiV>T«^ffifc^8fr'ft3 1 -:/n y * (EKB) & 
£/*U-Cti#-r«. «^012 (a) JC^yU-flSfftJCfcV^T, 

. a, g, j (D&J- KJCJ3V^T«#BrfiB«i^S»fl:^r-^ny^ (EKB) 

[0 0 9 4] 

M^-^Jgfr;!/- h^r-K (t) r o o t Vziy^yV ^--K (t) conSrHlP 
Wlb, EKBi:i:%{ciEm^^>«-^$:%x.S 0 rtf)^, f;H^a, g 

, nt. ^eti-f ti^ia i 2 (b) sc^-r y £t>v - \**-&m^x. ek 

BOfta^frLTK (t) root?:$#U ^#LfcJgff;b- h^r-K (t 
) rootCi:oTn>f>7^-K (t) c o nffl^l5Hfflt3>f 

[0 0 9 5] 

io»^jc»«$ti«^Si&'fb*-^ny^ (ekb) ommt. mi3izjjk-r 

&olztez> 0 m l 3 iz^k~?m%}fc*--7n v V (EKB) it, 5fe©H6T-fiib 

tcMmt*-^Uv V (EKB) (D7*-*?V MC l/fc#oTKI/£3;tlfc=&©T? 

TKWUfeJ:e)K:£ (L) , * (R) , -etl-etlCD^TlRlJC^-^^&tl^O, *s 
tttlfcf 1 ^^LTV\5 0 
[0 0 9 6] 

mmt^-ZfUy V (EKB) ^^IlfefAMXtt, 9 ( 
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* (EKB) fcfc, N^&U-7*T?©a»[ tT?*) ##V^S£, t(D^r- 
[0 0 9 7] 

^i^lW-^D^ (EKB) (D'r-ZmoimWLlt^-mh L&Mf& 
iZ-D^xmm-tZo 014ti, HWlik*—'7Uy9 (EKB) &*-fB-fg7 s A>f 

[0 0 9 8] 

H13!:B«, U-7?:MnT;U^a ) g, j £MLT3f--, #»J*.tf=i 
>^>y=*-&^Mlh£l§-£$:^t-£ 0 014© (a) {C^t* J: 5 3r-gg 
Mf^W^UC £oT<&#*Sric3*i<Sy U -SrfllSI-rSo ^©^^-, 012 (b) 
JC:m^fitE£&Ci|-3v , >T§T;k&'y U — LTIH 1 4 (b) U-«JEft#«!g 
SnS. Kroot^^Kj £T?lZ4:<ftmtfte< 1 o(D;&(D<^#&^-*U£ J: 
<. Krooti^Ka^it/KglcS^f^CH K 0 -fcflSJ*-*" 5© 

[0 0 9 9] 

HI 4 (a) &C^iTJ:e>lC, J - K£ LTK 0©»&firo«l&'ftbfcy U 
^34XS. 5e«T^r-M©fe«)©^«i'ffc*-^n«y ^ (EKB) fcfc, 

f«i8yy-ic3i-c5v>T^'rs. 014 (a) izm-fyv-i*. m%jit*--7n 

(EKB) S:«#BriB«i^3gy - KsfcfcteU -7^ftTSi: Ufe2Mi!y 
'J-$:MtS;U?:llibT^i; - KSflStSi^KlJ: l J SfilSI £ *i 3 If 
*^PgS^U-T?»S. 3S«T^r-IB^©fc«)©^S»'fb^-^ny^ (EKB) it 

[0100] 

mi 3~emwLfcmmit*--7u (ekb) #y-7a, g, j 
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-^$r^M-r-5o si4 (b) &o\z%>f\%?> \zy hmmzm-tz> a mi 

fc<fctM£2 \Zy ® 1 3tf)#J£:> mU<£>MM *W*>. & (L) , £ (R) > 

[0101] 

%>M%l\ } C*--7Uv V (EKB) «, SI 4 (b) {C^T<fce>(C, BI13lC^i- 

ft^-T/Oy? (EKB) &Sffibfc#fA>f^ti, tfy Mc 1 

S^tS'il^SS. M^-^A-fX ate, HfiF^b-r-df E n c (Ka, K 
(t) 0) $:y-7^-KaT'tfbt, y-K^-K (t) 0S:JR#lT, 7 
-K^P-K (t) 0 IZ JtoTBf-^'fb^-^ E n c (K (t) 0, K (t) roo 
t) 5:^l/TK (t) root&im. -rVW^jtt, ffif-JHt;^-* E n 
c (Kj, K (t) root) &'J-7^-KjtSf IT, K (t) root 

[0 10 2] 

-M&«iit, mmtstifey u -s v - k©*-©# 

*m^T^mk*--7u y v (ekb) &^r*^i:{c «fc y, ^jQsv^-^s 
©^taMfc^-^ny * (ekb) <&£/s-r5££#nrtlfcfcy, ^mt^r-^u 

(ekb) <dt- *mmtf%]mmzmfi-*sffi£.tez> a 

[0 1 0 3] 

B^s#tj&c^T#K^^M^tgT*&£o x^^-ni, ^r-K#«^£ 
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CT»Jt3*iS£-&"T?&ofcy, feSv^i^yW ny^yv? 

& &w*$k&4)—x &&&&&& nisxnfez ft & 0 i^fflx> 

mthfcVV -l:SiiltE KB & 4^t6I tc J: *J, SiiK 3 ti i > -f 
[0104] 

iCDJ^fc^Sfrffc^-^CIy* (EKB) fcfc, ^V*?, DVD^ffl 

-?-*iz&-DTMf&zftz>T-$m£.. m^t*-?- z a>mmy v -wmz 
i5tt&&n&mr-* z.isX<D# rm£*istim$b{£*--'7u»j ? cekb) iz 

z&fflL r=.mmmmmi^ * ^smx& & . ?m x & 
mmt*--7uv>; cekb) iz-gsftzm^it*-?-* ^m<Dmm^~ 

# iz tctf o T JE#c«ItfJ ltt# L> n >^ yv <»1Sm\z$mtji * - L X 

o 

[0 10 5] 

#Ctc, ±^L£I^Sy U-#£;&£^Ml>£^?M;*-:/Oy ? (EKB) fcj; 
[0 10 6] 
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IB & ^ ^ * ^ ^ IJ * ~ K ^ © ffi«^e © ^*B*^ & ^ 0 ^ n y ^ 0 t? * s . 

[0 10 7] 

Ell 5 {C^-t^eJfC, fB'IS^g 3 0 0 tt, MAH ±^^1-^31, m 
fB-f -7 2, iH^i;a-^3 3, 77 5/^^^^^ 34i3j:tf7 

[0 10 8] 

Hi 5ic^-f <fce>ic, Hfflfflr ; Es;3.-^3 3 flf*.fcE, SLjR^n— h 5 o 
, iH«rLn y h 5 1. iWSl^^-y h 5 2, fflS|g|iEn- y h 5 3, 
it/&-%3. — «J h 5 4 fc«fctfffl«r:2.~V h 5 5 &m-tZ>, mm^^^-JVS 3 

fl^fc^tt^i:, 6 4 tfy h (8/U>) ©SLSfc&3S£"rs. 
[0109] 

V V 5 1 te, #fx.l£, EE P R OM (Electrical ly Erasable Program 
mable Read Only Memory) & £ ©^}?^<[£ ;* *E U T?& U , fSHWQ.JglCifrM&itT 1 
-^fcif©*!*©'? 2 -* &iBDtLTV^5. HI 1 6 Ji, fBH:a.— y N 5 1 {CgB1i3 
;ftTV^^-# £M^£fc#>©|2[-£3D£ 0 121 1 6 {c^-T <fc 5 ic, IH«^— y h 

5 i ii, ismt 1 -* i ko—i K3i, mumm? 1 -* i Dm^^^samMiiT 1 - 

JK st m Sriaii L T V* S „ 
[0 110] 

fgSE&B 5 -* I KO—I K31tt, IH1BIS1S3 0 0 2 0 0 

SISIE&ff -5 BStcMv^e, tisftt^-^f T?&*J, ASSISE =Mf e>|g 

icggSEfil'?-* I K0~ I K31©? — ©S3£tt^-*#9>#A£38#*3*i.5 
= MEHf 5 -* I K0~ I K31& .fctfiBflUStt"?-* K s t ml*, fBDf^ 

«3 o o©»^e>g!#)&v^e>fc;&oTv^ a mmtw-r-* i D«(t ih« 
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mms o o izMLT 3.-- ? tern? btit=.m,mT- * t*& v . &i&-t&&5iz* 
mmmwis o ot>m^mu2 o o t.(Dmvms.mM^nom\zm^iif,^tixn^ 
mm2 o o jcm^$ti€>o mmmmT-zK s t m«, i^-rs j:e>&c, =t>t- 

U 3 4 KgB«'*&BRlCJBv^e>*l«5o 
[0 111] 

•t^J5R/?SIJfrL— ^ h 5 2tt, 05*. l*> I SO/I EC9 7 9 7 ©MA C (Mes 
sage Authentication Code) ?g^t& if ©81 * ©MH o Ttt^- # § 
c >1©£:^, MAC^UXli, Wx.lt. "Block cipher Algorithm"^ LT F I P 
SPUB4 6-2 {C£t^2*l£ D E S (Data Encryption Standard) V^ £ 

[0 112] 

. *BSlg§En- >y h 5 3 0 Oj^&^-f-f *r-*SAAbT7 

9y 3 4 JC^^Jitf»f^&ff ^©tC^feitoT, S4if2 0 0 £©|8f 

~Zffi^mU#km$:nOo frSJSSE^—y h 5 3te, 75*;J/ai ! EiJ3 4 

^^-•^V^-* £ie<?*mLT?f£|gS2 0 0 lZ&±l-t€>Mft$:fto(Dlz9c 
fiot, S4iS2 0 0 il0^T«^|E^l^fie) o ^S^>SErL->yh 

•eti, aa«^.- * n 5 1 KaattSftT^s^-^jwav^iris. 

[0113] 

Uf-SHC/^-^— ^ h 5 4 DES, IDEA, MI STYft^fiO^ny^ 

Bt#r;i/^u xz>*e©ntw;£:fT3. tgJB^s^- Kte, fips pubsi 

"DES MODES OF OPERATION" iCl^Snt^S j:e)^E 
C B (Electronic Code Book) ^E — K & J: Z$C B C (Cipher Block Chaining) ^E — 
Bt-^-ffc/tft-ifrL— y h 5 4 DES, IDEA, MISTY 

B^E- K£ itfC BC?- F"e&S 0 S^E C B Kfc«fctfC B C^E- K©^ 
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ffc/«-3 , r-&. MW=l-v h 5 5 It. SL»38£:in<5/ h 5 0, IB-MUl- y h 5 1 
, HW?IIa-^h5 2, nS.MU=L~ v h 5 3 i3J:tfl®#ft/t*-3:i-y 
h 5 4 <Z)&S£^LT0JW-f So 
[0114] 
(^^yi/a^^'J 3 4] 
77»;i/a^ : E , J3 4tt, MAIS, 3 h0>iB1B£SJtS:*'rS„ 75? 

i/a^^'J 3 4 W2f8HrL- y h 5 3 JC J:S?f£$Sfi2 0 0 £fa'Gl^fi3 

o o t(Dm<D^Mummic^^xM^i^iEm^mmv&^iiu&>^nr=.ii^K 

3 tC i^)W^^«2 0 0 £fa'»l£fi3 0 0 il©ra©ffiSS3E«l3ffiJCj:oTjE^3& 

TS4iS2 0 0{Cffi7j£*l£ o 
[0 115] 

^TS^^S. 017(1 75^2/3.^^1) 3 4 tC8a«S4lSf s -*S:»ire^*S 
fctfXBBT**)*. HI 7lC^-TJ:e){C, 77«;J/a^^'J 3 4 iCl±, H 

1 ffi^CD^-^-f ^"t 5 -* SrSiKcf-So i^T, 75? S/ajl^y 3 4 iCfa 

n $ ti s * & * - -r ■< * n v i=.&&<dwk*d ^ t mm~t Z> o 

[0 116] 

01 8ii, S^^r^KBfll/fc&^U 01 9#— o (lft) fflATRA 
C3f-*77-f^ffli^S:^t. S4fi7 7-f;Hl 16KB@^(i!)77 
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[0 117] 

H$.*§m7 T J ^y#\ 1 A-f bn- Ktf)*^y ii- KcD^gffNM 1 - 
S, 2;H h3-F®^ ; E'J*-F(Z)i&iNM2-S, ffiJlB<Z)|S£^-:7>T R 
KTBL, ^ ^ U A - F^O#Wl I N F - S t^^jll). 7 7 4 )\s 

<D%Me>M'V*L'^v #IZ. l/Uhn-Fffll^NMl, 2r?-fhn-F 

pRUNFt, h^y wttM'mm. i n f nfrb&z> 0 <w fiziz, m^-y 

[0118] 

SffiA^^ttATRAC3(Dtif-^^l<o Wsg^-^te, 16K 

b<d7uv ?mz.mw*>n, &-?nv v ©^iitc^y #tfmuznx^z> 0 ^>y 

AT R AC 3?-$ )\j^<b^$&T-Z^V>nyTyv^r-$<Dfr~Z 
[0119] 

02 0 11 S4fl77>f;i/PBLIST©ffi^f-^M^t. 
a77^il/PBLISTij;, 1 (1 7*n y ? = 1 6 KB) (Di^-f 

0 2 0 A(C^-T/\>y 3 27H b A^^S. @2 0B|C^«y W 

©gP^li, *^V*-F±mc.M-?Z>£ffiNMl - S (2 5 6;HN) > i&BaN 
M 2 - S (51 2/H h) , Hf#^$tlfen>^>^dr- (CONTENTSK 
EY) , MAC, S-YMDhmst, S4It?:f It^f-^I/TRKTB 
L (8 0 0/Wh) , ^^U A- K^#tC*f-rS#iOnfi?#I NF- S (14 7 2 

& -5 «fc -5 KLMfe 3 tlT V^ § 0 
[0120] 

S4fl7 7>fMt ®2 0 AGC^-T (0x0000) (0x0010 

) T?363*l*$fc®#e> 3 fcfc, 7 7^;i/n-»?) 
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2©xn v Mcfg£*i£/\y **ic&, TfH®^*, mm. mitw-Dr-z-ftftM 

Tb^JlitCgH^tl^o Reserved h^fB£ tlT V^t 1 - # li, 

(D?-Z £^tLTV^ 0 ?iS5?;i/ (0x0 0) fa^#fr;ftT V%T 

tReservedfflf-M^W. #5fe<Z>A- V a >T?J±, ^3g#& »J 
e>£<, 3<D§P^^\(D«^3i»tt^iht--S ! , Option ilf^tltMt) 

dSML&V^^-li, ^TRe served £: ng £ $ 4x<g> = 

[0121] 
B LK I D-TL 0 (4 A-f h) 
Mtifc : BLOCKID FILE ID 

mm : n&mmyrJjiaftm'Vib&z.t.&mm'T&fctoam 

t:ISi = " TL = 0" (iitf0x 544C2D30) 
MC o d e (2 7H h) 
: MAKER CODE 

ffi:JL&lo^»/h (*-#-n-F) Tftetfyh (iln-K) 
RE V I S I ON (4 A-f N) 

: p b l i s T<Dmgmz.mm 
mm : n&mm7 r j ji*mzmx.z>m^4 y ? u h 

# : 0 J: »J*&* >J + 1 ^oifi^S 
[0 12 2] 
SN1C + L (2/H h) 

my*; : nm i - smm^mfrtizx^v F<z>£iu ©Mttfcs 

ffirlfc^n-F (C) hT*TSBtf> fc:£^ DEMI'S 

00: jfc^n- Kl^L^V^ 2itmi:LT&e>3£: 
01: ASCII (American Standard Code for Information Interchange) 
02:ASCII+KANA 03: modif ided8859-l 

8l:MS-JIS 82:KS C 5601-1989 83:GB(Great Britain)2312-80 
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90 : S-JI S (Japanese Industrial Standards) (for Voice) D 
[0123] 

-g-fgn-F (L) ttTfiWH h-eTfH£>J:e> JCEBU Tech 3258 M/£(C*f!CT 

00: ig^L&V 1 * 08:German 09:English OA:Spanish 
0F:French 15: Italian lD:Dutch 
65:Korean 69:Japanese 75:Chinese 
- * ifiM v * - Jl if n £ -t Z> Z. hL . 
[0124] 
SN2C + L (2A-f h) 

Mm : nm2 - smmzmfrti&t^vij- (zA^h) <Dm>&*m 
mm : ftffltsi?3- Ftnm^- k&#i a>t h-e^-r 

ft : -hi* L £: S N 1 C + L £ |Wf- 
SINFSIZE (2/U h) 
MUk : I N F - S«cJC«^*l3*^U#- K£#(C|W^£tfM#(E>£T £ 

i:it-fXtt0x 0 0 0 1^?>0x3 9C (924) 
T-TRK (2;U b) 
MM : TOTAL TRACK NUMBER 

m- i*&0x0i90 (S*4 oo^7«^) , 

V e r N o h) 
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U : $J 0x0100 (Verl. 0) 

0 x 0 2 0 3 (V e r 2. 3) 0 
[0 12 5] 

±&Lfe^v #ic.m<mmzmfrft&'r-* (suob) iz^^ruTKmm 

[0 12 6] 
NM 1 - S 

Mm : K^{CK-r-5 1 h<D%W 

1 h(Z)^zi- FT^L£.nT^;R©£ftf^-# (1^2 5 6) £ 
fu^-^cojUTtt, i&r«FS8n-K (0x0 0) 

-9->rxi±^<z)ii^zi- Ffr^tm^zzt, ?-*<DiB£\^&\%'ptz< t&ft 

m (0 x0 0 2 0) (0x00) hJ^JifH^t-^^h 

NM2-S 

«ifig: 2 ho&^n- F^L^BT^R^fy^-* (ft*l? 5 1 2) £ 
iiff^-^cWTte, i&1MM=i-F (0x0 0) ZW£&tiZ.£ 

m (0x0120) 7b^5?;V (0x00) &2;H h^AJifH^-rSZlil 

[0127] 
EKB_version (4;H h) 

M^ : fJfJ£©PB»^U -i^lCfcSfM^-^O*^ (EKB) (Ci^Tii 
ffiStlS3>f>y*-©ffttf, fccfcO^asfctt^SMfc^-^n (EK 
B) ©7 7^;i/^5:^t. 

«IB : PB»^U-*fiRtCj:*^»'fb^r-^ , ny^ (EKB) ICfc oTtg#3*l 
S3>f>^^-S:#ft5fcib(iDfM^-^0*^ (EKB) £^-r„ 

ffl: O^&OxFFtT? 
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[0 12 8] 
E (K s t m, Kcon) (8;H h) 

MM : ny^yy&(D^^mMH(n*-'V$>}\'ny7-yy3r-%:*^v ft— K 

®XM/-J/^- (Ks tm) ■Vm^tlsfc.T-Z* 

mm- ny^yv(D^^m\zmm^n^ 

>fg: O^&OxFFFFFFFFFFFFFFFFJt 
[0129] 
E (KEKn, Kcon) 

jftufc : ny^yv%(Dm^®Mm(n*-^&&nyTyy*~*Wi&<DmMv 

V -mmz.&Z>^mt*-7Uy V (EKB) iZk-DTMrnZftZ^-m^t* 

mm : ziyTyyom-^mmizmmzfrz 

U: Oj^&OxFFFFFFFFFFFFFFFFit 
[0 13 0] 
C_MAC [0] (8 7H h) 
Mm : W«iMasc 2" 3i >y ? fit 

ttfg : n^myr^jvp^o)^-^, mm^yryvmm^<Dziy^yy^im 

ffic S- YMDhms tf&mZ frT ^f=.m&lZ&. C_MAC [0] 

it:0i>60xFFFFFFFFFFFFFFFFi?. 
[0131] 
MGR 

MW : ^iy^yy^-~(Dmm 

mm : 0x00?, ay^-yy^r-K c o n E (KEKn, Kcon) CO 
M#^y> OxOlt, E (KEKn, Kcon) ©#^y o 
i: O^fjOxO 
[0 13 2] 

S- YMDhms (4/Wh) (Option) 



4 7 



2001-3038653 



#2 000 — 247460 



4g:25-31fcfyh ^ 0-99 (1980-2079) 

2 1-24 tfy h £ 0-12 

1 6 - 2 0 fcf y b B 0-31 

ll-15tf^h ^ 0-23 

0 5-10tf'yb ^ 0-5 9 

0 0 - 0 4 tf y h ?J> 0-29(2 „ 

S-YMDhms(t =r >yfB^B#^tf) =r V #L3lB#lc;g$T £ 

*W M§r3:ft£^-#CS^Tiiu^<Z)C-MAC [0] ^JSiT$tlT^$4x 

So 

[0 13 3] 

T R K — n n n 

l*:S4t5ATRAC3f-^77^;i/©SQN (S/-^>X) 
Hfg : T RK I N F FN o £fE*et-& 

|: l^MOO (0x190) 

i n f - s 

mm ^v#*ft^f=.Bi^-gk<Dmumm : 7-$ 

[0134] 

D-TLOi:, MCo det REVISI ON ttfWfrnZ* 
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[0 13 5] 

*i5 ttttSb fester ti&^MSo^Srtftffi-rSi^j&^SIfcSti 
©ffi£##m*£^c+l-f>*y*>bt-£<fce>lcl,T^£o 3gU -fUvV 

<D&rpvmi$;mrtfm£-tz>£.. ftmt^mvRE v i sioNct^atf 

[0 13 6] 

I7uy# (16KB) (DftMUftlzmfemB LK I D-TL 0 £?f|fA 
[0 13 7] 

ATRAC3f-f77>fMi. h 5 *y i'ttSf 17 7 ^ ;b ilibi! L t , 
TC^&^-^iT'&U, ATRAC3f-^77-f;i/iCilttt, ^n-/^## 
BLOCK S E R I A LjbW*e>*lTV*& 0 'fib, ATRAC3f-.^ 77^ 
^/tt, iiSttfitO^T^ ^I/^^^EU A- K±lC#fi-r-5©7?, CONNUMOT' 
3>-5 t W©EJ9rJS:#WfcJ:-e, BLOCK SERI AL&#tt^^t, II 
#38£U FAT«««tifc»^©7T>f^©«fB^fflSti:>&-6. 
©ATRAC3f-^77^M, ««©B L O C KT*«/&S*l-5 il&lC, Itifc 
LTBBfllS*U*^rffiffi^fe*©T?, i-ATRAC3f-*77>f^S:ilEt5 
B LOCK^flglJfSfcftiCCONNUMO fefflV^il^C, [WI — ATRAC 3 
T-^t77'<;i/W(5#^i5:7'n7!?SfBLOCK SER I ALT^fS 

o 
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[0138] 

(MCode) y # fc5fc£lCia»3*iT V*£ a 

[0 13 9] 

[0 14 0] 

INF 

: FIELD ID 

-fit : 0x69 
ID 

ffi : OA^OxFF 
SIZE 

;i/ ( 0 x 0 0 ) X'M&X £ < ZL £ 

i: 16^5)1 4 7 84 (0 x 3 9 C0) 
MC ode 

M$tz : MAKER CODE 

C+ L 
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4@ ■ mT&(D SNC + 'LtHC 
DATA 

mm : mmoimumm'r-* 

mm : «s&& j r-*'em+o m^-^^^m^iz 1 2/w h b «t y*a* y, 

. ^-^©S^^^j^y^feSft^tt^^/ (Oxoo) TSAS^i: 

[0141] 

®2 1iC, ATRAC3 f-3t77^f;i/A 3 D n n n n©^- 

>f ;v ( l zTu v V) £7^S;ftT^§ 0 H2iT?tt, i©2^ny^ (16x2 

= 3 2K/Ub) (D&XU v h<D%M<DA^ V (0x 0 0 0 0~0x7FF0) 
tf^StlTV^S. gf2 2tC#I£L-T^-r JSMi^y #©5fcBS#*> 3 2 A>f 

htf'vy 4fT?&y, 2 5 6;Hh^ffl*IiNMl (2 5 6;Wh) t?ftU, 5 
1 2/W h«5fti&i*NM2 (5 1 2A4 h) TfeS. M&^V #<VW PfciZ 

[0 14 2] 
BLKID-HDO (4/Wh) 
SI* : BLOCKID FILE ID 

mm : ATRAC3f-*77^;i/©MT*»5ii:SaMtSfe«)<i!)i 
fit : @5M=" HD = 0" (WA«0x4 8 4 4 2D30) 
[0 14 3] 
MC ode (27U h) 
Si* : MAKER CODE 

ffi:±filOlf«yh (*-#-n-K) T&6t^yh («g3-F) 
[0144] 
BLOCK SERIAL (4;Hh) 
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tt: OitJ^tJOxFFFFFFFFit. 
[0 14 5] 
N1C+L (2;H h) 
Si*: (ffiife) (NM1) ©M'K^^t- 

«S|g : NM1 JCftfflStiSjSc^n- KtfS3- KS#M>f hT^f 
|: SN1 C+ L fc^f— 
[0 14 6] 
N2C+L (2/U K) 
St*: h^y^ (ffiife) (NM2) <D 

«ft|g : NM2JC«ffl3 4iS^3- K^fin- KS#l;H hT'St 
-fit : S N 1 C+ L 
[0 14 7] 
I N F S I Z E (2;H h) 

si* : h ^ v z izm^ &m\imm<D^x zi$tfLt=.v-( x it m-t 

i: t-fX(i0 x0 0 0 0^f)0x3C 6 (9 6 6) 
[0 14 8] 
T - P RT (2/W h) 

Si* : h-#;br?-y£$[ 

£: l^?)0 x 2 8 5 (6 4 5dec) 
[0149] 
T - S U (4 / W h) 

Si*: h-^;bSU (fi)>K2-*;h) it, SU«, (Z>S/h#ffiT* 
U, loATRAC3 T-pT-t-V # £JEEM^£ I$©*/Jn©^- # #&T*& 

S„ 4 4. 1 kHz©-9->^y >^*M?SiS:T#^tlfe 1 0 2 4 ( 1 0 2 
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4X1 6^>yhX2^-Y>*;i/) 1/10 (CjEE$§ t, fctfc 

s;ub0f-^^sut'fe§. isuh mmizmm^xmz 3 mmz.&z>o 

ic, #flnff##£<Mv^fl&#*:*» (6 4 5i) <D*-vittiim"zn2>3kft)i 

fl£ : OxOlfr&OxOOlFFFFF 
[0150] 
INX (2;Hh) (Option) 
MVti : INDEX (D^M^M 

mm : mcDZtf&mft (&&m&B&) <D%m*^ttfjy* 0 

CD&fi£SU©Mffc£ 1 /4 Lfe^7?fi^-r-g) 0 '*Wi, ii^CDSU(Z)4^(Z)^ 
£<Z>B#fH (»9 3m») 

-fit : O^MxFFFF 7® 6 0 8 4 #) 

[0151] 
XT (2;H h) (Option) 

Si* : INDEX ©ff^l^ria 

mm ' I NX-nnn-Cjg^StifcifcS^&M-r^S^IS^SU^MJStS: 1/4 
bfe^*eJi^t--2> 0 itltt, jt^?© S U©4^«^$(Z)^r^ ($j9 3m#) fC*@ 
Mi** 

I: 0 x 0 0 0 0: 0x0 U^OxFFFE (S* 6 0 8 4 #) 

0 xFF F F : ffi©»t>y-*T?„ 
[0152] 

i^lCffii&M^NM 1 fe«fctJ t NM2 tCOV^TSiW-rSo 
[0153] 

NM 1 
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zmT-zomrit, ^t^h-f (o x o o zmg&tizt: 

m (0x0020) ^^5?;i/ (Oxoo) si/U hJ^ifH^t-^ri: 

: F 
[0154] 
NM2 

mm : 2/^-r h©^zi-KT^L^nr^«©^fuT-*-^ (*i:t5 1 2) 
^t5^-^©^Ttt, ^-r^n-F (oxoo *mz&tiz.£. 

1 (0x0120) fr^XJl (0x0 0) $:2/U h J^_tfBa»-f 3 ^ £ 
#:#S^n-F 0 
[0 15 5] 

tf(Dmfe&M (0 x 3 2 0) 8 07t^f h(Z)^-# £ 

3£bT fig H2 3iCTRKINF«gP^5:^t 0 TRKINF 

[0 15 6] 

E K I 

MM : iiffi&cDPgJiy V -mmz£Z>mmt*-zruv ? (EKB) tcioTii 
&£;ft£f@-$HI:=i>^>y3f- : E (KEKn, Kcon) fc^f £ £^ 
"To 

bit7 = n?^-«, bit7 = 0tiL b i t 7 = 0 CD#-^li, 
EKB_version, E (KEKn, Kcon) 
M : 0^e»0xFF*? 
[0 15 7] 
EKB_version (4 h) 
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jgl* : W&<nmmVV-Mmz&Z>^imk*-'7Uy V (EKB) IC^oTH 
«Sn6 3>f>y*-©tm, feJ:t>V*fel«^b^r-yn y * (EK 
B) ©7 7^^5:it. 

ttte : v&mvv-mmz&&M*tifc*—7uv>; (ekb) (c<fcoTii#t$n 

£3>^>y^-&:£&££&(a^£jHfc3r-?*n »y ? (EKB) £^-f„ 
i: 0^P>0xFFtf 
[0 15 8] 
E (Kstm, Kcon) (87"Wh) 

©*M/-S?3r- (Kstm) •effiHHfcLfc-r-*. 

ffi : 0^?)OxFFFFFFFFFFFFFFFFtT* 
[0159] 
E (KEKn, Kcon) (8A^h) 

v-mmz.&z>mmt*-'?uv>7 (ekb) iz^^rm^n^^-m^it^- 

i: O^P)OxFFFFFFFFFFFFFFFFJT' 
[0 16 0] 
C_MAC [n] (8 h) 

mm : n>f> 4 y^i#^l:^tfSl0TRK I N F © £ & I, is-Vy* 
[0161] 
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A ( 1 /i4 h) 

fc£U N = 0, 1 CD^ey bit7«tlWifS0, ^ >"fS-^ 

(L + R) ©#<Z>4#E!J& J o i n tt- F^^^J^btlStS. b i t 2 

[0 16 2] 

SUlffeS. tf>yh4, 5. 6 *ffl.fr&fc>-i*:Z>Z.£lZ iot, Ha^O «fc -5 fC, A 
TRAC 3 (D^- Kfil##8i3£3*lS. -T^fct), Ntt, ^© 3 lfy>T?*a*l 

KtfHiTf&y, (N = 0, 1) , LP (N=2) , SP (N = 4) , 

EX (N=5) , HQ (N=7) <D 5 WM(D^ - KfCO ^T, &&&|gf ( 6 4 M 

*l^$*lT^£ 0 1 S U<Z>A-f hifc&> (^E 7:136 A-f h > LP: 192/1 

>f K S P : 3 0 4 A-f K E X : 3 8 4 A-f K HQ : 5 1 2/U N) 

o $ £>IC, tf >y h 7 fC<fcoT, ATRAC 3 (D^E- K (0 : Dual 1 : Joint ) 

[0163] 

lSU^3 0 4;HM'feS©t% l^D>)/^iC5 3SU^#ftt§ 0 IS 
Uti, (1 0 2 4/4 4 1 0 0) #MtSo tot, l^n^tt, (10 
24/44100) X53X (3968-16) =486 3#= 81^ 

(44 100/1024) X304X8 = 104737 bps 
t^5 0 
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[0164] 
LT (1 A4 h) 

(tfy h 5 - fcfy h 0) 

i: h7 : 0 = 0M& L 1 = fflmm U 
Ify h 6 : 0 =MWtXH 1 = J©R83J*l 

fcfy h 5 -\*y h 0 : t^rayf-f^-^a^ 0 ( 0 J£*^ &*Uffi££l 

[0 16 5] 
FN o (2 A-f h) 

m: Iid^0xl 9 0 (400) 
[0 16 6] 

MG (D) SERIAL — nnn (1 6/W h (upper: 8, Lower: 
8) ) 

M*fe : fBasasKa-fe^fa.y^-f -fuvv (-fe^y^ i c 2 o) ©^ur;i/ 

ffi : 0 OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0 16 7] 
CONNUM (4 h) 

ffi : 0fr£>0xFFFFFFFF o 
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[0 16 8] 

YMDhms-S ( 4 A-f h) (Option) 

mm : n^mmfi^<D b ^ v ? <Dn^m^ b m 

YMDhms-E (4;US) (Option) 

mm-. EMn-vmm-tz>m$iW{"SzmT-tz>um 

[0 16 9] 

XCC ( 1 b) 

Mm : JKTcsiwrscc©j£gsas 

8MB: Utf-*!l» 
[0 17 0] 
CT (1 A-f h) (Option) 

mm : n$.ff^zn&mm<DftT*. mmcn^x^^>mm a nzzamvL^w 

^fii:0x00~0xFF 7fc^ffltf>B#&£> 0x0 0T'^5 

LT0b i t TtflTfCTCD-ffitfO 0 ^li^SMtSIil. 
[0171] 

CC 

: COPY CONTROL 
mm:n\f-fflffi 

m : B2 5 tC^-f <fce>fC fcfy h 6 & J: 7 IC J: o T 3 bf-fl»»t&«&^U 
hf y h 4 J3 J; 5 ic «fc o T SfJS^.-r # )V n jcK-r £ n ^-fflW'Wm Zik L 

CCCDM: (bit 7, 6) 1 1 : fc&fWRB© =i fcf-- fegfrnT, 01:Htf-**ib 
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,00:1 m<Dn¥-Zm-»S (b i t 3 , 2) 00: T±U ?t£\\]^^j V % )\j 

CD^&Cf-f^fMlfett (bit7, 6)&0 0, (bit 3, 2)tt 
0 0 

[0 17 2] 
CN ( 1 A>f h) (Option) 
i&lft : i^SSt^ H S CMS (High speed Serial Copy Management 

Sy s t em) JC W * 3 tT - pT EI» 

i: 00 : Ol^&OxFE: 08, 0 x F F : 0lfc«[I|5go 

[0173] 

h9<5/*t&»IK«TRK I NFiCiV^t, 0 x 0 3 7 0^f>j&*S2 
4/U h(D^-# &rt—y*§Mf8<7)rt — ytt%iffl$P RT I N F fcPptf, loffl 
N^y * SrtSt8t©^->5/T?«|j«-rsii^Jc, B$ira<Z>J@#(C P RT INF £^ 
T^<„ 02 6iCPRTINF©g|5^$:^t 0 PRT I NFft(Z)f-^ICO^t 

[0174] 
P RT S I Z E (4 A J h) 
MM : X 

A-f h (_tfi) , H7SU: i;W h (*T#) 

4it:*9*#:lj&*£>0xlF40 (8000), fM1fe SU: Oj^&OxAO 
(16 0), H7SU :0j&**>0xA0(160) (fiU SU©|Ji*lt 0 

, 1, 2, £ o a* e, s) 

[0175] 
PRTKEY b) 

MM : zm^it-t Z>t=.®><Dm 



5 9 



tHII# 2001-3038653 



#2000—247460 



-fit: 0*5»0xFFFFFFFFFFF'FFFFF 
[0 17 6] 
CONNUM0 (47H h) 

m^: mm^^nt^ziy^yv^mm^^- 
fit: 3>^>y)Rat#-&*JSH#^r-i:IPJl5ffii:SnSc 
[0 17 7] 

•r £e>ic #airfif«i NF^ns. infh ^tcret- sMiDft^-? 

[0 17 8] 

* <Z> ~ * fC O V ^ T T tC & 0,9 1" £ „ 

[0179] 
BLKID-A3D (4;W b) 
: BLOCKID FILE ID 
mm : ATRAC3r-3!©MT^§rt?:I3lJt5fcft©i 
M : MfeW.= " A3 D" (MiiJ0 x4 1 3 3 4 4 2 0) 
[0 18 0] 
MC ode (2/U h) 
SI* : MAKER CODE 

[0181] 
CONNUMO (4/H h) 
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[0 18 2] 
BLOCK SERIAL (4A>f h) 

id & $ *i T % IB £ 2 it & V * 

0J:yj&*y0xFFFFFFFFfe 
[0183] 
BLOCK-SEED (8;Hh) 
MM : 1 ^"n v V SrHff-iHt-r Z>t=.®><£> 1 o<Z>|| 

[0184] 

INITIALIZATION VECTOR (8A^h) 
&l$ : yn^^#iCATRAC3f-^$:^ft, fc-^ft^SB^C&gJfe&JtB 

ffi : O^feOxFFFFFFFFFFFFFFFF 
[0 18 5] 
S U- n n n 
MM : Ki-«; h©-? 5 -* 
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B#T?Wu N = 3 8 4 A>f h) 
ffi: ATRAC3©f - ^'fito 
[0 18 6] 

H2 1Ttt, N = 3 8 4T'feS0t% l^D7^{C4 2SU*ff^5. £ 7c 

nyh (2/1-fh) CBLKID-A3D, MCode, CONNUM0, BL 
OCK SERIAL^-IIC^ftS. ftot, 1 ? 0 y ? U ©fl^MrS 
>f hit (16, 384-384X42-16X3 = 208 (A-fh) 
£<Z)»£tC_taEUfcJ:-5 iC, 8/WbOBLOCK S E E D ifi ^MlCfB^£ ft £ 

a 

[0187] 

^rt, 79 y */=l*^v 3 4 tetany nTv^^-#&, ^&-r&j:e>icM 
^ot, tH'»^fi3 o o**e>#^sifi2 o o ic^-# sr^^m-r^tc 

©ffiRB^sSW:, ATRAC3^i:'0ATRACOT^0CODECHT'iJ; 
[0 18 8] 

[0 18 9] 
(77'yi/a^ ; E l Jfl ; E^a-;i/3 5] 

77»;J/a^^iJ3 4 ^£><Z>^-# ©$B^mL&£(7)0J^ 
[0 19 0] 

015 {C^1-H^^«2 0 0©«|fifcJCo^TSi^t-S 0> S4it2 0 Oli, M 
±0I^I ; E^3.-;i/4 1, -7ai4X4 2, fifflfl?^ S?rL -;i/4 3 
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#§4 7fc«fctf A/DIE&3&4 8 
[0191] 

[if(IW ; E^^-;i/4 1 ] 

±M» j e^a.-/i/4 i it. n^mmz o 0®&«&ilsfel§toUBim*<&. 

[0 19 2] 

®i 5tc^-rj:e)(c, um^v=r~)\^A 3 it. m^h suris^— y h 6 0 
, mm=L-v h 6 1, n^/^^rL- > y h 6 2, wasgfEiL- ^ h 6 3, m 

mt/'&^^-V h 6 4 J:tffla»n— y h 6 5 £^-T5 0 «0» i E^a-^4 3 
»»4i-»;h6 0ii, SL««^*I^&SWS^, 6 4tf^b (8;Mh) ©SL 

$t&?§£-t£ 0 iE«3.r. y h 6 1 it. mtjtmizfomtem* <d?- * ^nrnvx 

[0 19 3] 

»WiSIan«y h 6 2 flfjUi, ISO/IEC9 7 9 7 ©MACi 
"Block cipher Algorithm"^ bT F I P S PUB 4 6 - 2 iZMfe £ tl-5> D E S 
[0194] 

# $rfH'H^*3 0 0 iZ&j]-? ZMftltfto (DiZfriL^T . fB'H^g 3 0 0 i:©^ 

vms.mMmm^no 0 rasstE^-y b6 3it 3Bii&&3 o oa^* 
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A-y^-;i/3>tra-tjr (PC) l o o&£W£*y hu-^ ±<Dayif 
>tfj.-# (pc) i o o&sv^**y t> >7-^_htf>:2>n o 3.-# fcczxa-psfis 

[0 19 5] 

fflP#-fb/«#3.— »y h 6 4 Btf^LfeieJtC, FIPS PUB 8 1 

o 

[0 19 6] 

m-%it/'&-%3.-V h 6 4 ft, FIPSSIO^-K©^, ECB^-Kfc 
J:^CBC=E- K©«#S:ai^«rK:ff "5. lit, HSF#ft/«-if:i- v h 6 4 « 

, CBC^E- KJCfcV^T, 6 tfy h©!!^— # k fcft^T, Hff#^S:, 

6 4 If-/ hfrb&&m^i£7Uy9&m&lllsT&^VT¥X&£.f8,-r&o 
[0 19 7] 

h 6 5 sL«»5fe3.-y h6o, ia«rL- y h 6 1, m%.flt./m 

mn=L— V h 6 2 , ffiS$g|iE3.— >y h 6 3 £ <fc HgF-JHt/fc-Jf:! - y h 6 4 <7>#L 
[0 19 8] 

|g^ ; E^rL-;i/4 4 01 6 fC^-T J: c> tCfa'l»^g3 0 Q(D-7=yy 

a*ic3£t5 v^ til L T§r & N 9 v V % y 7 A )\y £ . 
[0 19 9] 

Ett/#S i e^3.-^4 5te, Mill ta'H^*3 0 0 3^e>A^JUfeB|f#^S 
fife* -- 7 s -f =fettf-&Lfc«tCH^-r«ISJC, ATRAC3^^tJES®$ 

M4 7|CffiAt5. CD, DVD&£VM£PC 1 fre>A;frL£: 
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mmmm o o izmm-tzm^ mm*-?* 

ATRAC 3 -%l£T*)±m-rZ>o 
[0 2 0 0] 
CD/A^#§4 7] 
D/A^#|§§4 7&, JESi/#^^^rL-;i/4 5 P, A* L fc-r ^ # 

fcT^Ci tf-^i:fiLTX t°-#4 6 tc 

[0 2 0 1] 
[Xlf-^4 6] 

[0 2 0 2] 

[A/D^|#§4 8] 

- -5 s -f * ? - # £ j; # ;b {c L T JEffi/fa^ 2? a. - ;i/ 4 5 JC m^J "f -5 

o 

[0 2 0 3] 
[;*=£'; 4 9] ■ 

^^'MSIt pli, E 2 PROM (ex. 7 =y v */ =l * U ) »J , m 

7&L,tz.*r-m%lik7"Uv ? (EKB) „ V*teE K B IcaS^T^StlS-f 
;t>f^^-^n>^ (DKB) ^©gi^-*. ^SKSU^i: lt©f/W^ 

[0 2 0 4] 

Hi 5{:^tS4S*2 0 0 t, fH'H^a3 o o t<Dmvit. ziy^-Wr- 

&(D®m> n^UM2 0 0^£fH'|l^g3 0 0©7^>y 3 

s 4 ^?>s4ifi2 o o izM-t^^-^n^mi^mn^n^o 

[0 2 0 5] 



6 5 



ffiSE# 20 0 1- 3038653 



#2000—247460 



0 jfr<biB'Dl^fi3 0 OCDy^v S/a-^^y 3 4 (C^f-T -5 ^-^fa^Ji&lIU 8 
[0 2 0 6] 

??£SSS;l3J:tfi3liS5fitt, 7 r -##S&lC5fc£*>, tfXf^^S 2 7 0 1, 

*B2WSE^f^ (IS0/IEC 9798-2) SaVr. ® 2 9 IC £ Va T tt, ^ii8tRir##;£ £ 

2 9{CfcVAT, B#6 4 If y h©£URRb &£f£U R b 33 J:tfS S.® I 

Dt*5ID (b) *Alzmm~?Z> 0 dtlSrSMLfcAli, iff £tC 6 4 If y h <D 
SLIRR a ££f&U Ra, Rb, ID (b) COjlJRtC, DESOCBC^-Kfft 
K a b £ffl^T^-# fclfc-BftU B lCigi2£t-£ 0 ft|K a b M\ A;J3J:tf 

b uT-eti-^tKoiaft^rtJcftijft-rsanf**. de s©c 

BC€- R&Mv^ggK a b fC«fc SBgp#ft«t.3ili« WAtfDE S feffiV^flUIlC 
fc^Ttt, MSffiilR a il&gMt&Wt&SftlU D E S m^tmziS V*T\ a 

HSfiJU DE SHgp-^fb SIHCS VxT, «K a b feffl^THTiHtU SIM^E 2 & 
£j*U £<blC, HgH^fcE 2 £ I-D (b) £: SrSfflfiWHSfU L, D E S Hff#-fb«U 
tCfc^T, ftK a b £MVNTf^#ftUT£j£b E 3 tiCiotMr- 
* (Token-AB) 
[0 2 0 7] 

*-f, l§#:fcE 1 &&5E*-K a bT?fc-£ffcU SLIfcR a #ctc, 
Hf-iflfcE 2 £fg$Edf-K a bttfftU E 1 &^tetti&Jgff!U R 

b&#S. S^JC Bf#£E 3 &38SE=*.-K a btttftU fffl^tE2$: 
3Mt6Wafr3If(JU ID(b)&#5. £3 LT#£>*lfcR a, Rb, ID(b)©5 
*>> Rbj3itFlD(b)*\ B^MLfc%©i:— St^s*^IEi-ao £0>tftSE 
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[0 2 0 8] 

fclcBtt, MUmz.mm-tZt.visny*c- (Kses) $r£j&-rs (mmjj 
m*. SL$t „ f bt, Rb, Ra, K s e s ©JlRiC, D E SfflCBC 

[0 2 0 9] 

rHt#6tlfcRb, Ra. Kses0^ RbfeitfRa^ Ajb^fgl^ 
[0 2 10] 

fEtf^flfcLfcfcafcLT&S&ifcT (S 2 7 0 3T'No) -T£ 0 
[0211] 

(S 2 7 0 3T'Yes) L£t§^J±. ^f7^S 2 7 0 4|Cfc 

01 5©£L«£fifc:i-y h 6 0 T?£j£Lfcft»^MV*Tai£/S/aaS3*:i- >y h 
6 2lC&^T||*?£;ft£ 0 
[0 2 12] 

#C»C Xtv^S 2 7 0 5 iCfcV^, (1) 3>f>*;*-Kc o n M 
dp-^Dy^ (EKB) 3^e>B^^&S4^SHiP#'ffc*-KEKS:MV^T«p■^'fb^^iaL 
T, E (KEK, Kcon) fcfciC, (2) 3>f>y*-Kco 

nSrSXSE«L3atCfiV^T^Lfc-fey2/a>^r- (Kses) -£ffif-5Hfc#L3g£|gff 
LT> E (Kses, Kcon) S^Lt, ffitit^B (^€'JA- F) Ciztfg 

[0 2 13] 

^f»^S 2 7 0 6tli, fB'H^fi^^a^^^L^E (Kses, K 
con) 5:t'yi/H>^-Ttf Utn^f^^^-Kcon^f ££tC 
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, Kcon SIBIBSSlC^ftftlftStlTV^SX h U~V*c-K s t mlCiioTt^ 
#fLLTE (Kstm, Kcon) &£j*U d*l £^£§ggfCi£>ff "T £ . 
[0 2 14] 

#CtC, n^mmt, ^r*;^S 2 7 0 7|Cfe^t, Xf^S 2 7 0 5M 
LfcE (KEK, Kcon), fcitl'Xf'y^S 2 7 0 6 fBflMBStt 5£fil 1/ 
£E (Kstm, Kcon) &ffiV*T, f-^77^f;i/ (0 2 1 #flB) 

[0 2 15] 

xf77*s 2 7 0 8i:fe^t, faiths (*^>;#-K) tt, H£$Sttfr£g 

[0216] 

£©J: ^fcflLJSK: J: y, f-*77>fA/© b^y^fii^TRK I N Ff- 
#IC&, $fe(C§i^LfeBI2 1 , ®2 3 IC^-T J: e> fC Z3>^> N ydr-K c o n £ 
mmt*-7u (EKB) 3^e>St»3tlSI®^b^~KEKS:MV>THgp#'ffc 
#L3gL£E (KEK, Kcon) □>f>^^p-Kcon^ IB'iSSiCf ft 
IM^tlTV^* h b-i/^r-K s t miZ <fc o Tf@-5Hb L£ E (Kstm, Kc 
o n) <D 2 ^(Dm^ltni/^yy *-tffefflZftZ> Z £.iZ&Z> a 
[0 2 17] 

Wsg^-*, ®^^-^^(DBf#MSIli, ni/f-^ydp-K c o n £ 
[0218] 

^©c^:e)^5 :r -^>'T-r;l/5:Mv^fes^^ ; s^c^3v^T^i, S£Mffi&, e (k 

EK, Kcon) E (Kstm, K c o n ) <D \,**?tlfr SrSMRWJCiiJB LT 



ffiSEiff 2001-3038653 



#2000-247460 



[0219] 
[0 2 2 0] 

n*£mu&£mz'Bmmz. ?-%®m\z.%ti*>. *f^f>^s 2901, 

S 2 9 0 2lCa*-tffi2SiBM«:!g*T , r£» *©*liSt±, 5feMbfcK2 9 <Z) 
&3Sfc|f?l*re&a. ffiSSSE^flJcLfcS-^ (S 2 9 0 3T?No) tt, #L3l£,1& 

[0 2 2 1] 

WSSlEtf/Sft (S 2 9 0 3 e s ) bfcl§-£tt, 2 9 0 4 &Cfc 

=r>^>^y^r- (Kcon) ©teWttifa&WBa-rs. i©wa 

ti. *-m%it-7Uv V (EKB) tCAoTBt^StlSBt^t^p-KEKJCfco 
TB|p#fb$tlfe=l>^>^^r-, -r^ifc^E (KEK. Kcon) jS«ftJ|ft3tlT 
V\5j&^fr&2R3!I , **«5*&3i"e&<5. E (KEK. Kcon) CD^&tt, 950)1212 

1, 2 3T*mmL1L J r-*yr>(fr$'<D h ^ y *flMS1g«T R K I NFf-^© 

[E K I ] ©-5 s - # JC J: tim'MlgT^^o 
[0 2 2 2] 

E (KEK. Kcon) atf&WSixTV^Sfg-^ (T.'fvfS 2906 T; Yes 
) X-r-y^S 2 9 0 7 (Cjt^. *-M$hik-7Uv V (EKB) ©fltSllCfc »J 
, fllW-KEKSJS^LT, 3l^Lfcmp^fc^-KEKtC<fc »J, E (KEK 
. Kcon) &t^bt, 3>-r->y^r-K c o n & 5. 
[0 2 2 3] 

E (KEK. Kcon) ^i^tlt^^^l^ (7f7^S 2 9 0 6t'No 

) xf>^s 2 9 0 8{:^3^t, mm^moymm^iyzL~)V3 3 tc^r, 

K s t m, Kcon) bU-^Jf-K s t mtaotSf IT, 2 £ tC, ffi 



ffiiE4# 2001-3038653 



#2000-247460 



rm j $foLfr-$E (Kses, Kcon) &^lt, 

o 

[0 2 2 4] 

^f»;^S 2 9 0 9ICfeV\T, fa-Riggfr e>S#Ufc E (K s e 
s, Kcon) Sr-fe*;S/a>^-Ks e st'ft^Ltn^f^^^-KconS: 

[0 2 2 5] 

^f-y^S29 10Tftt, XfyyS 2 9 0 7, *fc{i^f7^S 2 9 0 9ffl 
[0 2 2 6] 

ro^-Mc, if^ftnvT^y^s^flijitcijs^T, #^^fiti, e (kek 

, Kcon) feWSMfc^-^ny* (EKB) # e>5t» 2 *l£ Bg-*Ht:3r - K E K 
*m^T'&^Z>b\ IB^SfC^&l&M^tlTV^X h l/-S?=Jf-K 

s t mJCioTHf-il-ftLfeE (K s t m, Kcon) IC^^ < MM&Mft 
, V^tlA^&aS&llffi-SCIfctC <fc (Jn>f>7^-K con 

[0 2 2 7] 

LT$g«Lmff"r**\ fc5V>tt3>f>y«:i 

# a - v jfift, * -fuvt & e> mm £ s r t #«rffii? 

[0 2 2 8] 

[KEKSft«HfeEKB©7*-7*>; M 
$fctCE[6 ^i^TfM^-^n y ^ (EKB) (Z>fiElgl&& 7 * - V y b (Co 
^TML£#\ £e>{C, 3f-HHHt3f- (KEK) Sr^-fb^-^D y ^ (E 
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[0 2 2 9] 

03 HZ*-m^it*c- (KEK) &«^r-^n>^ (EKB) JC^JWL 

(S££S«) tt, 3©7T>f;i/^e>^SlCjSDT^r-HiF#ft^r- (KEK) 
Uffll/T, KEKiCifJE (KEK, Kcon) mLT3>f>7^ - : K 
con SJRflta>f>*;©«fl^tS„ 3-^-#lC^TM-r£„ 

[0 2 3 0] 
BLKID-EKB (4;H h) 
: BLOCKID FILE ID 

mm : mfamfemy r 4 ji<DftmT'2b& z. tzmM-t zittovm 

U : 0j£te = " EKB" (MX. «0 x4 5 4 B4 2 2 0) 
[0 2 3 1 ] 
MC ode (2 AM h) 
Si* : MAKER CODE 

i:±^101f^h (*-#-zr-K) T&6tfyh F) 
[0 2 3 2] 
L K F 

: LINK FILE INFORMATION 
MM : rtf)EKB{Cj:oTIfc#;**l£KE K#^M oTtg& =1 ^ ^- # T* 

^1 : 0 — 0 x F F 

b i t 7 : SSfl77>f^ (P B L I S T) iC^M : 1 , 5fc£JB : 0 
b i t 6 : ftS^xy^te (I CV) IC^M : 1, : 0 

bit5~0: V*f—Zf 
[0 2 3 3] 
LINK count 
St* : LINK COUNT 
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HtB : 'J>^lt^S7 7>f;i/ (MiifATRACK3 77-f;i/) & 
-fit : 0~0xFFFFFFFF 
[0 2 3 4] 
Vers ion 
MM : VERSION 

mm : mmmtft*im&7y>(}v<Dx-*?a>*B'to 

-fit : 0~OxFFFFFFFF 
[0 2 3 5] 

E A 

;§;l£fc : Encryption Algorithm 
-fit : 0~OxFF 

00h:3DES:NU 7";i/DE St- KlC«fc5#tJl 
0 1h:DES : S/>#\fl/DE S^— KlC«fc5#L3l 

[0 2 3 6] 
K E K 1 

: Key Encrypting Key 

mm : *-mmt-7uv v (ekb) tf»©;i/-h^- (ftjtflo *-x*m^t 

H : 0~0xFFFFFFFFFFFFFFFF 
[0 2 3 7] 
KE K 2 

: Key Encrypting Key 

mm-. *-^mt-7uv v (ekeo c«_t&) ^-t?Bip^b 

ffi : 0~OxFFFFFFFFFFFFFFFF 
[0 2 3 8] 
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E (Version) 
MVfc : Encrypted Version 

mm : *-mm\L~7uv $ cekb) ^<d^-v^- (m±m *-vm^it 

W. : 0 — OxFFFFFFFFFFFFFFFF 
[0 2 3 9] 
Size of tag part 
Mtfi : Size of tag part 

mm : Slillf "fil7 7 ^/^«t 5f - ^ ^ ^^(D t ^ X (B y t 
e) 

0~0xFFFFFFFF 
[0 2 4 0] 
Size of Key part 
M% : Size of key part 

mm : mmmtttmm? r ^ ;u*m&? * (D^-ffifrw-v-^ x cb y t 

e) 

-fit: 0~OxFFFFFFFF 
[0 2 4 1 ] 
Size of Sign part 
: Size of sign part 

mm : mmmwtnmm7T4 4 y ^ x (b y 

t e ) 

U: 0~0xFFFFFFFF 
[0 2 4 2] 
Tag part 
MM : Tag part 

mm : ii^«iii7 7^;i/?:Mt5f - ^ ©^y^©f - ^ 

Mc*j§£&v^-£-&£0-??iI#)T Met" 
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[0 2 4 3] 
Key part 
S$fc : Key part 

mm : mmm&^ftmyyjfr&m&^&T-zto^-BAar--* 

[0 2 4 4] 
Signature part 
: Signature part 

mm : mmm&^&m7T ZT-Zam* (Signature 

fit : -T^TCD-fB 
[0 2 4 5] 

±M©Si9lfeJ:tfBI3 1 JCfcoTasSftS J: ? IC, ^A>f X fC*f L-TH«£ ft 

"5 s ^ [LKF] ft, S^fC, 'J>^lTV^5 7 7^;^ (iitfATR 

ACK377-f*) Ltfflf-^ [Line Count] 3 ft 5 . 

#££SjBtt, [LKF], [Link Count] &#flB-*& d £ IC «fc y , -t 
©SHfSltiWfM ^ y >f ;i/ ^ £ £ ft £ K E K £ jgffl f ^ £ -T - * -f & 
fr^fr&£T$^:<Dm*:5a2>Z-£.tf*Sm£.teZ>o 
[0 2 4 6] 

Mm^-Z [LKF] , 'J>^lt^577>f^ (Mi IfATRACK 3 V 7 A 
Jl) mt LX(D"r-Z [Line Count] &Mv^, ^^PlftfC^- # <Z>^ 

[0 2 4 7] 

0 3 2tCfB«^fi©-5 s -**SjWM«, «IA«H1 5 tC^i-|B«S«3 0 0(D7 
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(H I F I ) (DtJ V UiS/*0>#S:0!fc bt^Lt^S^ ££{C, 

M^7T-r;i/^<z)^>r i/# h u l t & <fc v ^ „ 

[0 2 4 8] 

03 2 {C^W^T 1 -*©^ h U fcii, U£%m774)l> (P B L I S 
T) , R|M3>f> v yi:ttll!tfflATRACK3f-^77^>'l' (A 3 D) 

^•*ti^>o mmmmizte. mmtt>m®it*-7uv?7T-oi (ekb 

n) #&M2*l<5o ATRACK3f-^77^il/ (A 3 D) ©^^StCjgM 
t"£:3>^>y^-&&#^££&©^£frtt;3f-^n 7^7T^il/ (EKB n ) 
(±, ATRACK3f-3!77>f;i/ (A 3D) iZ^t ^ > # {C <fc o T¥!!S!I 
£;ft£ 0 03 2(C^t-<fce)tC, lo«f^-^D«^7T>f;i/ (EKB 1 ) 
3 10 1 \$.W&. (3) fflATRACK3r-^77^;i/ (A3 D) ft'&^MMlZ 

[0 2 4 9] 

^©i§il\ ^irtfc3r-:/ay #77-f;b (ekbi) 3 1 o 1 izMfo-t&mm 

i^M77^f;i/© [Line Count] {C i£ 3 0<Z>=I V iZMM £ 

ti <£> 3 £ £ ^-f T-* - # $ *i £ r £ &c & £ 0 

[0 2 5 0] 

i^0j{il7n-5:II3 3 IZB-To 

[0 2 5 1 ] 

033 <z>#t3g&, Mx. mmmm ^lto^u^-k &g£=s«{c-fe »;n 

[0 2 5 2] 

£f\ T.'rVfS 3 2 0 1 &C;J3^T, S£^gl£, #40EKB77^A© h 
■^y ^'ff#£SB<frIfc^ [Line Count] £^ 31 *y ^ •§> „ $ £ [ 
Line Count] ? > hf£##V^tf)fr "bJlifC, ibtlfc MB. 

[n] ©EKB77^f;i/&Mt5 B TO [n] It. nZimWKDffifet^Vm® 
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[0 2 5 3] 

#CJC, ^f>^S 3 2 0 2i:fe^T, «*L£E K B tf)#L3g(C J; U, [ n 

$ *i tc r a m i^wm-t & . 

[0 2 5 4] 

?£JC, Xf>^S 3 2 0 3i;fe^T, S4t6n>f> , 5' 

&38#l*r<5. ££>&c, ^f*;^S 3 2 0 4lcfev>t, ■€-©S^n>-5 t >y©tt# 
^aM-rSKEK^RAMtC^SttStlTV^S^^Srfl^O, Ye s 

"/S 3 2 0 5lCii# % fOMKE KlCS^V^T, E (KEK, Kcon 
) Srttf UT3>f>y*-S$#Lt, Xf>y^S 3 2 0 9tS4, ^&*)*> 

[0 2 5 5] 

^f^y^S 3 2 0 4 {C&VMT, 3B*R=I ©^JCjgMt- 5 K E K#R A 

MlC*&tt3*lTV*fcV*»-£l±, Xff 3 2 0 6lCfi^t, ^M/-i/Vt' 
Bff#ffc3tlfe=l>'T'>^^r-, -T*:*)^, E (K s t m, Kcon) CD^^rf 
£U feS^^li, 7s"rv7S 3 2 0 7 IC^T. E (K s t m, Kcon) CD 
*ft-3#&3lc J: y n^f^^n-^ilt, 7f'y^S 3 2 0 9t'S4, -tt£t> 

[0 2 5 6] 

TsJ-v^S 3 2 0 6 fC£^T. E (Kstm, Kcon) #&V^¥ll5e 

•e-©«#*[-«in>"5 L >^jcjaffl , r^§E kb zmmmmfrbi&mLx 

> Ifc#L£EKBCDtg#&Jl&Cj;tjKEKS:Ifc#U MltKEKiCj:5E ( 
KEK, Kcon) ©Mi^ltn^r^y^-^ilT, 7>tV? 
S 3 2 0 9tm ^Ufen^T-^^^r-JCiS^-dtCDtt-^, H 

[0 2 5 7] 
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(EKB) ©[Line Count] ^fi^H, [Line Count 
[0 2 5 8] 

l*-m®it-7Uy ? (EKB) (Ccfc-S^SE^-BH^] 
±x*©^S&'ft:^-^Oy ^ (EKB) ££g;gb£3f-tf)0ef§JC;j3V>T, 38fE& 

m*mfiirz>mz®im-tz>MU*- 1 Kn £@efs-r -s^ic * »j, ^&i&^gt 

[0 2 5 9] 

#««lH6F^:£^&MV*fcffi:£SlI:fr8s (IS0/IEC 9798-2) te, 5fefC0 2 9&M 

M0tK a b %±&(Dmmt*--7Uv >? (EKB) LT#^l£*JCBB#"r 
[0 2 6 0] 

0 3 4 £Jct>*|2i3 5 C«R©^W>UC£j®©IgIiEdf- I K n Zmfblt^-zf 
UvV (EKB) JCJ:oTBB^-rs*^MS:^"ro 3 4 tt-^A-f X 0 , 1, 2 
, 3 lC#LT^-S§--5rfg&SS$E3r- I KnSfiftSfll, S3 5 ti^VW * 0 , 1 
, 2, 3 cfiGD-rVWX 3 &U/J<-^ (gf*Bfc) ITf/H^O, 1, 2&C*fLTtf> 

[0 2 6 1 ] 

03 4®Mt'{t J5ify-K^r-K (t) 0 0SCi:oT, fgSE 3r - I K n & HgF 
-iHtL-fe^-* (b) hi:%(c, ^A>f*o, i, 2, 3 icas^T-eft-en©^ 
tS;-K^r-, y-"7*-&JBv*T358r3ftfcy- F*-K (t) 0 05:t# 
»TtBfc^3&ft*-:7n y * (ekb) ^btSlts. -eti-f *i©-rA-f * 

H3 4©^MtC^^J;e){C^T. EKB&flLJI (^#) f53i:}C«l:y, JE 
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ffiZnfcJ - F^r-K (t) 0 0WU m^Lfcy-K^r-K (t) 

0 0 $:H^T^m\:Znt=.mU*- :Enc(K(t)0 0, IKn) 
TUU* - I K n r i: 7^pjfg i: & -5 „ 
[0 2 6 2] 

-eOffiO^A-r *4 , 5, 6, 7 (Dm%Jik*--7U y V (EKB) £ 

&mi,T3b&%(DUm-?Z> J ~ F3r-> y- 7 EKBSr^iffiLTHfT 

stifcy- F3f-K (t) o o t^-e^^v^cD-r, ^{cie^&t 1 

a-t ^ tc^f u t © &mu * - & -r & £ 5 . 

[0 2 6 3] 

035 ©Mte> ^v-w x 3 m^xmommz & y u jj*-* cmo 
$tiTVA-g>^ LT> -f f;u^o, 1, 2, ic 

#LT©#«#^ffifc^8Mfc*-:/n<y* (EKB) S^LTMLfcW^* 
03 5 1C^"T (a) IM^F-^n*^ (EKB) t (b) »3E3f- (I 
Kn) fc^-K*- (K (t) 0 0) T?H8F#ffcl,fc7 r -#&IBf3'r*. 
[0 2 6 4] 

v^&tt^aicj: y, js*fy-K^- (k (t) 00) zm.m-tz> a #uc, k ( 

t) 0 OJCfcSlft-^tCJ: ySSE^r- I KnS:3tf#f S. 
[0 2 6 5] 

(EKB) ^Sibfctlt^ et<0«ft5'J-7^-, -/-F^f-fc^ 
TJgfry-K^- (K (t) 00) fc3tf3-r5£fc#T?£&v^ imil^K: U sK— ^ 

Ur^-F^r- (K (t) 0 0) S:JRflt5ri:^"egf, 

[0 2 6 6] 

?L<D£oiZ, E KB SrjpJfl|LfcSiE^r-©BB5£&m^4x*i, -t 5 - 



2001-3038653 



#2000—247460 



[0 2 6 7] 
[0 2 6 8] 

$£fc, EKB £*rjfflb£igII^-<DlB^£M^*U£, * ^ U KJS**<Z>a3 
[0 2 6 9] 

$fctf)E[2 8 — 3 0 £ffiVATMU£J:e>fC, SBttSS«&#JJS L£=r Z/tZsVO) 

^CJ3V^T : fc3g|iE«^!a^ , ^^9^S:||^?3■ftS«|^i:•rs 0 /N-Ff^*?, CD 
[0 2 7 0] 
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. mil* J\- K^-V 7*9. CD-R, DVDSE&jg^fc^-^iBaS, W^MMZ 
[0 2 7 1] 

^-/^s 3 5 o 3<Dmummzwtc&\<m'Bmfa. wx.«A-Kf^^^, cd 

[0 2 7 2] 

m?, -k^^^u a- Ktcti, 1 6 ■vmm^r^mm^-9 * 

[0 2 7 3] 

z\(Dko\z. U&mU(nuu*r-l£*-m?bfc'7uv>; (ekb) til«ts 
j*^y Ki:<offi2SliE^IB«;Sggi^-S:B!^"rsii:*«oriBi:J&*. ^oT 

, *iEft*«&, -rftte^usK-^stife^siajctt, ^ftsgsE^-tfaefii, 
ai*.^- cd-r, d vDmzm^t=.T-$mm. n& 

ft£ 0 

[0 2 7 4] 

i-ftfc>l3* igffitt&i^i-*^frffc;:*-:7nv* (ekb) &3f-yy-©y 

^T©<^-5§--gTfgT% lE^>f ir>*&|f£ftV^lEft^-#&3lislSlC;}3^T 

«^W«Ttgft#^b^-^n>v^ (ekb) abrsi^-rsciajcj:*;, ^ie 

ft -5 s - * mmmm vnsn& ^^yf/u^t© ^fE^st & b& it b x , ^ie^ 
- * mmmmiz & w s n y^ y vmm *mm^m z. u r=.mm zm? & ? iz > x 
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[0 2 7 5] 

Irf-^vtm. ( I C V : Integrity Check Value) W$\M&\ 

#ac, ny^-yv(D^k^W±-t^>t^^>\zziy^yv<D^ y^tfv^-j • 
-y^i(ICV) n>^^yic#j£ttttT. I C V(Z>ftll&c J: *J „ 

[0 2 7 6] 

avf^W^'Jf^ -^i^^ffi (ICV) i±, M^.«=r>^>Vtc 
#^£/Vy S>;i|W^£MV^ff3S£*U ICV = hash (Kiev, CI, C 
2, •••) iCfcoTftJf Stl&o KicvlilCVW-tfeS. CI, C 2 » 
n^^ycD'fffg-efe y , □>r>^ffll^fi©^ v-k — VVlfflft^ (MAC 
: Message authentication Code) #H£Jg£*l-2> 0 fuM b £ J: 3 tC , [MAC] 
te, 02 1 T'ML£AT RAC 3 ;WC&^£*l6 0 
Lt>f>f^'Jf^ (ICV) tf)ftJ|#&£;ft<5o 

[0 2 7 7] 

^£?izmm£tez>*y±-v$:8A4bmmzftmis. car. a-arstifc 

)l»;t-*;SMl, M2, • • MNttS) , *J»HB (Initial Valu 

e («T, IVttS) ) tMl Sr^ffiWI&afD-rs (fOlSI?: I 1 £ + 
. #CfC, I 1 &DE Sflgf-^fbfflStCAtl, «t (J6*T, KlttS) &Mv*TfflF-£ft: 
t6 (ffiiJ&E 1 c «5WT, E 1 £<fct>'M2 SrgMfcWf&SIBU ^©ffi 

* I 2 & D E S mmt®^ A*U 1 $:MV>TBf^bi-S (HSAE2) . 

fcE yiE — VMsS-W-^ (MAC (Message Authentication Code) ) 

(Dny^yy M&t - # & *«ts fflJ^ - # tfteffi «rtB T? & « „ 
[0 2 7 8] 

i©«fc^&3>r>y®MACi!i: I C V£j£3f-K i c v \Z)\ v S/afflgtS: 
mm^xm^^xny^-yyoy^y^^V^^ •fiyj'i (ICV) ifi&j&zti 

& 0 ^M(Dfjt^^tt)^m^nrc.m^ii^y'ryv^.mmz^m^r=. icvt, 
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[0 2 7 9] 

IJIlfiDi^ft'f^f^yf^ «^:ny?# (ICV) tt, 3Vf>yfl>*K:^ 
L/T^^3ti-5>SiS:(Z)=r>7 : ->^MAC'(a{C <fc »J, loffl^>f^'JfY • 

(ICV) Sr^rS^fc^BTIB-efeS- «»©MACfC «fc* I C V<JDfff 
jfttt* ICV = MAC (Kiev, C_MAC [0] ||C_MAC [1 

] ||C_MAC [2] H-) Ciot^tl). 
[0 2 8 0] 

nyT-yv^mz^htc I CV^ibt^t, ^ y ?M3MB^c£j& I 

, icv^-f®i^ii, ^-##£^<z>2Q!»jpw 

[0 2 8 1] 

# (icv) $:^bt^its i iitfziyTyy&MT'^y ?<Dt=.mzi$m$h 

[0 2 8 2] 

vm*iEM<DnyTyv7 : -z\zm~3^x%.j&\;. femLmmi-z £.tfmmt 

#fc> ^^yi/a^'E'J Mlf^^'Jii- K#©&fi©:*£v^ 
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CBC^e- KlC;J3V*T£j£S*l5* vk-VUUft^ (MAC) K&V. *-xv 
[0 2 8 3] 

%T3vmzwftLtc4 yrirvTj -^-^vvm (icv) ^^btufft 
tf7=-*asHi$©3rfc&>f >-5^u^-r -^aiy^ffi dcv) 

1 ocD^^dflJl^CD^-^&^^LT^Tortg^^ 1 ;, flSCO^T- JUICES: 

fc#j&v*. j: oizjjr^v mammon yrtrv-rj -^x-vvm. 

(ICV) Srf&tt-rsfll^JCoVATSiW^S. 
[0 2 8 4] 

xv*te (ICV) feas^. ^^'J*- K«©IS«as (7 9^5/ a. 

77^^ (PBLI ST) , Rf^fc:3>^>y £LT^$Ctf)ATRACK3-r- 
*77>f;U (A3D) £<bfC, ^^UtCtt, ^St©*-^^ U [ClfS 

ny^^y?-* (#l~#n) tftelftSfiS. tl©*fJUt(t 

[0 2 8 5] 

tfr&o^SMb^-^nv* (ekb) (DHmm& (x>^>f5M) & l 

*fd'J £ LTlgJgLTt^V^ "tfcfr^, **Jt^b=¥-^n^^ (EKB) 
JC J: oT3*» 2*1 5 : K E K IC «fc o Tl*#3 n« 3 ^ 3f - K 

con SrjSfflnrig^n>^>^*^-5: loCAf^Ut LtlS Lttj 
[0 2 8 6] 
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n^myr4)l (PB L I ST) , m^itn^T-yV £. LTliODATRA 
CK3t-*7t4 Jl ( A 3 D ) Bfc^ x y V <Dfc &><D * y -fe - ^ 

fg§E??F# (MAC (Message Authentication Code) ) Zl ti £ (DM A 

C-fiiJca£^T>f ffi^'Jf-f • (I CV (con) ) 

„ £8© 3 ©MAC -fit ^^^i/n.^^U©i/-^>^^-^}CMA 

C'J^ h£LT&M> 1fJI£*u .itifefflMAC'JX Mcg^J^T I CV4^ 
-Kiev £iM l/T#?>*l£-f ^r^'Jf^f • V m ( I CV (con) 

) ^«iBfil#3tlS. 
[0 2 8 7] 

a>f>^MACtt$:iit§i/-^>x^-i;7*-V7 h 5:03 9 ic^i" 
[0 2 8 8] 

E (kSTR, kCON) fcfc, ;* U 77 - K©;* hi/- 5?3f-T?H& ^fcUfcn 
>f> x y^r-t$>5. ID (upper) , (lower) li, ;* ^ l> K© 
BBIJ^ (ID) ©ftjWflgJge-e&S. C_MAC [0] fcfc, S4fl7r^f;i/ (P 
BLIST) ©#/&^-*K3S^T£j*3;ftfcMACte^S>5. C_MAC [ 
l] li, IitfATRACK3r-^77^f;i/#lC!)f-^i:io' 
v*T£j£3*ifcMACflU J^T, 3>^;>y#JCMACte#f&*ft3*i&. 
CDMACffi(C»o"^T-f ^f^Jf-f -fi^l (ICV (con) ) 
3*K ^^tifelCV (con) A^>U T;i/^n hri^^ilLT^^UiC*^ 

[0 2 8 9] 

U^>T • f-^vvm ( I CV) ti, K©IEM5 (77*r>a^^U) 

[0 2 9 0] 
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##^:fy©tf>-f ^f^Jf-f -^i-z^ffi (ICV) & 5:7-/1/ * - 

Vy*—*?v V &04 0 iC^-f o #0_revision&, rt-x'd'y # 0 <Z>3€ 
#tS;££*i, 3€«rS*ife»^tt>r U * > h2*l£ 0 #0_vers 
i onit A-r-dTU # 0CDA-^3 #0_E (KEK, Kiev) li, 
=fU # 0©^f-fflp^b^r- (KEK) -eBt^bbfc I CV£j&3f- (Kiev) 
T?fe*J, ICVOtt, ij^r =PJ # OtfM yrWrJ (ICV) ft 

T'fe^o ar, i^eio^-^^A^dru^tcE kb # i 5 as-etei&rsrffifcfco 

[0 2 9 1 ] 

SSSJCUy h£*l£r HZgkftt: I, T 4x5. 04 1ICI CVfx«y ^ 

[0 2 9 2] 

y°s4 o o itcfev>r. s^»i:SB^»^gla^©ffi^38liE^•srlB'T?3&v^^lJW^3 

[0 2 9 3] 

Xf^S4 0 0 4T'ffiS^!|3E^5iLfe^^^^W^$ti, 
4 0 0 5 IC^T I C V<Z>ff-J!£#ISfT3*i5. ICVH grfiiBLfe J; e> fC#^r 
[0 2 9 4] 

#C»C*-ry^S 4 0 0 6lC;J3V*T, fflflC J: o TlffiS I C V ^ 

5 I C VfcOJtEW^ffStl*. MI CV#— St I, 
T-*&mtf&^£W%.2tl. *tV7S 4 0 0 7 fC£^T> t 1 - 
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[0 2 9 5] 

>-rtfV-T4 (ICV) &£/£LT«3ffi^S#J&i:'rs;ii:lCJ:»; 

, iCVCf is/^i$, &5v*te I c V0>3E3SH$, MiLtf^-^IEH^pCDfffcjQi 
-Y >-^^U^^ -^xy^M (ICV) ©^fiWQ.gij&t, loOAfi'JfiOf- 

[0 2 9 6] 
MMAGM] 

(^fi^Ift^bfc-^-^&^^x y ;?;g<£>M AC (Message Authentication Code) 
[0 2 9 7] 

04 2JC|£SgMAC<Z>£ffc, ftJ»«t3ffi#JS^. 04 2&C&, ^©02 1-2 
3 T'^bfcATRACK3 "r- # y 7 >f ;i/tf>— L T „ -r-^BfcM^x 
y^MfflMAC (Message Authentication Code) M^-liA T R A C K 3 y^ — 
#77JJl%> ©VKojb*Cp-T s --#^B©<7 r --#tC3S"^T, CD EI 3 7 "eM^ b 
fe^atCioT^JERStlSffiT?**;, f »77-f;WCfiSnfeMACi:, ?-x 

[0 2 9 8] 

04 2C^fATRACK3f-^77>f;i/i:^»I$tl5MACii, 
■^©MAClCfcS&S&^xy 9tt&7 £ -9tf. ^INF-seqlj 3^e>©a» 

tlfeMAC3^7T>f ;HCft3ftStlS * ttCftS. f&fc>*>, MAC (INF-s 
e q #||A||LT||-) () ^f-^^MAC©^, "fft;b*>, 3fc 
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[0 2 9 9] 

l,**Lfc#£>, ATRACK3f-^77^^*lCH m « &'fff8^- # 
x*;^^*f-^^«>tifc)asMACS:ftjSU d*i A C ii b X V y 

[0 3 0 0] 

04 2 ICli, 95{CMb£ I N F — s e q # JKT©? 5 - * fc&JK^ x y **f# 
£ LTigJtLT, ^^$tl-5^U ytAMAC7 0 l^ATRACK3f 

[0 3 0 1] 

$^tC, ATRACK3f-^77>f;i/^(i!) I N F JCffi*!* 3*15 V^< 

;i/MAC 7 0 1 OMACiMf-^ ^MtSf-^f, [INF 
-seq#] £##)T, ^©fffi© I N F*^-Xfttf>&^^xy ?*fit^-#{C 
go^Tfr£&MAC &£jEfcU £*l&i£©MACi: ltf-^77-{ ^epfCffc 

[0 3 0 2] 

04 2 iCfeVMT, fifcgRMAC [MAC (INF) ] 7 0 2it MAC (INF-S 
eq# | | path | | MAC (profile) | |0thers-) (c J: o T£e££*IS, 3©J:e>{C> & 
SSMACtt, t'J ^t;i/MAC©MAC4Mtf-^ ©-^5^*, ^CE>ffi(D 

[0 3 0 3] 

J£3gMAC©##g|^l^, -t^t)"^, J&5BMAC©*faT-*-#> -ffc*) 
%IN File® [path] JgJT©'?- U , frfe&MMAC 

, JfiffiMAClC^*tl, ^^'J ^MACfflMf-^t T'ti^S [INF — 
seq#] 0>*£fft;fcS:fTfcoTJ|fffcfcJ£ffiMAC©£jEft, tejft&alSrllfrr 5 
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o 

[0 3 0 4] 

zl(d%S. t'J^t;l/MAC^:^v^Tt), -eo*f^T r -^'efe-g> [inf-s 

[0 3 0 5] 

[INF-s eq#] ©*#tJ|;U*, M*tf§Tfc&£LI£<D#^{C £ S*^* 
#L3g, feSV^i, INF-s e q#f-^©^>^'J^>hM^CJ:oT^ 

[0 3 0 6] 

z. <d j: e> ic efc®^ 3i y * fcfafc^- # ©JBitHcfctoS tlSlfcKM A c 

©MAC^^tr-^lC, *U S?t^/M A COM ACj^Jlf - * ffl-SS^ft 
T, I^©MAC(Z)MtSMACftf-^?:#ft3t, t£»M A C<Z)3£§Tt# 

MAC©MACffr-^«&j£lf5it^<, ff fcfc&JK^ x. y VM?- * 
Tf&SWAtf I N Frt©-?- U ^^/MAClCiRlBfeS 

[0 3 0 7] 

[faunas j: translate & w- s e k b j&mi 
? z> &}#! i mmf& {c o v ^ t % m t z> . 

[0 3 0 8] 

S4 3 ICATRACKaf-^fCi^ftn^fVySftil^^^'J 

*^>f y ^©IBttSSS loot, n^^v^S^SrUff-rsH^iSA 200 
, SSifiB 3 0 0 Sr^-r. 
[0 3 0 9] 

aj«£S«i o 0(c&> Bir#ft:n>^>^ Lt, g|2 l^SM^tUiiltA 
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SfeftfCli, 3>^> N y©^#&CiftH&H>^>y 3f-K con 
[0 3 10] 

T\ 04 3{C^-tfH«^M8 0 0 £.n&mnA8 1 0 If 5. £lT\ IBH 

3g»8 oot h^s«a 8ioit mmmMmm^mn-t^s.<Dmm^v=L 
tLxmn-t&o z&mi:,. mmmma o o s^ssa 8 i o a, -en-en 

(DMWWM* V=l-)], 8 0 1, 8 11 tfSSSMttai^f? Tfr=f U U $ £ 

[0311] 

fHH^fi 8 0 0 l±, |?£=ggA 8 10 fcCDfBSJKSECD/fcsitfe. iB'Gt^g 8 0 0 
^M^^i-AS 0 1 iCfe^T, 77 7i/a^ : E'J 8 0 2t:MUfeATR 
ACK3f-^77^M^, IH-H^S^X h U-S^-K s t rnXm^it^H 
: E. (Kstm, Kcon) ttz.lt. $ti:tSKbfeEKB77 

>r^/©«iajcj:oT^#«riB3&^-Hif#^- (kek) •engp-iHfcsnfcn:/^:/ 

*/3f- : E (KEK, Kcon) 60 V^n^ 5:3? U ffi U tfM$:IffLt, 
n>-^>^/^r-K con *W&~?Z> 0 
[0 3 12] 

SB«$IS8 0 Ott, |?£|g«A 8 1 0 £©ffl23giEH?lC£^l/fc1ZvS/3>3r 
-K s e s SMV^3Vf>^^-Kc o n©#Bff-^-ffcS:litf L, b £B|f# 
fl^-* :E (Kses, Kcon) &#4iSA 8 10 IC^f^S. #£=gg 
A8 10[t fflW**?=L-Jl8 1 1JCJ3VNT, gfiSbfc^fbn^^^^^r-E 
(Kses, Kcon) ^>yi/a>^p-Ks e st'tf L/T3>f>^^-& 

[0313] 
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o 

[0 3 14] 

mz. mmmmmx^tm.^mm^m^'f. n^mmmiz^^xny^yv^- 
- £ mn-t z> mm & mm iz -d v % x m, m -r & = 

[0315] 

^.(D^mmm^m^ 3 ©gauges o o tn^muB 8 3 o i:©^©^^ l 

TM"^,, fB'IS^S8 0 0tt, ATRACK3f-^ 77^;i/4fffl«^- 
^n>v^7 (EKB) A-^3> (^fcli^x^ U-$/3 >) *^e>, n>7^> x y^ 

~<D?&miz&m£&&ttifcm%} j it*--'7u (ekb) &4#£u #^$ti^ 

EKB £|?£^fiB 8 3 0 iCj£tf-r£ 0 
[0 3 16] 

??£Igfi B 8 3 0 SE'»IM7b^EKB£^MU fft^lSW©^ ^ U 
. Mx.«E2PROM (ex. F*JtC&|ift L tc'fA^ X =*f- y 

(DKB) SrMVAT^MEKB^MSI&ll^f L, ^-Rg^^- (KEK) 

[0 3 17] 

ZZLX. f;UX^-7*D'^ (DKB) iCc^TtftfE-rSo 04 4£J^T 
f/U^*-7"D<y^ (DKB) tifM Lfc <fc e> fC, u^^^ 

^s^isff^^^^wxii, IH4 4 (a) iz^-tw -mmo^mmmmm^ 

4 4 (a) iC^-T^y - Ktf>-fey h 5 (SET 5) iZftfo-? ZtAJ Xlt. V 
-7^-iHTOKlOl, y - K3f-£ LTK 1 0, Kl^Pj, ;i/-h=5f-K 
rootlCl5*-t*;h, ■V'J-toT'S U - J - K3f- fCM£ ^--fe y 

[0 3 18] 

tfE 2 PROMM^^lS. Z.O&^te&'rrtj T.lZUft-ZnZ V -^fr^ 
^y-K (ex. -F^-T-zfy-y- K) h£T*<2 ^-JC^iT 3 3f 
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-■fey b<Dmmt*—±v htff/HX^-^a^f (DKB) T*3bZ> 0 
[0 3 19] 

^A-f X 3f -7X1 y V (DKB) <D?- Z ffijftftl 4 4 (b) lC^t\ 04 
4 (b) {C^J:e>(C, DKB fcfcy - K3r-, «fctf h 3r- & U - 7 3f-T? 
Bgr^ttLk^-* U -^-fc-r-VW* (ex. g£^g) ©Xhl/-^3f 
- : Ks t d-eHgp-^-ffcLfe-?-* &^-r*Hif-©fb^-^'n^^tLT«^S*l* 
. <rA4 7* (ex. f?£^g) Ji, i0rVW^^-^O^^ (DKB) tfiflDE 
nc (Kstd, Kleaf) h l^-^3f- : K s t d Sr^^T^ 

'J-7^-Kleaf^Ml« ££>IC, $#lfc'J-7*-K 1 e a f 

tfnTfBfcfcS. Sifc^A-f J*^-^CI y ^ (DKB) KlfcJ:, U-7<Z>»S0^T?a& 
5'J-7 I D fe-^tf. 
[0 3 2 0] 

, =$1kTrM ^^OD-fe^aT^^U (ex. SAM) ttUC^^-r & jb\ &£V^± 

U -7 I D{cS^T#&£r tcD^tg&^j&£ LT% cfcv^ T-Vt-f 

-Km a sJCSt5V\TU-7I D IC^^S/N y S/a. SrJgffl L, Kstd = has 
h (Kmas, 'J-7ID) l/T:£*&S*/*i: LTfc «fc V*. 
[0 3 2 1 ] 

®4 3 izm -oxny^-yv^-cDmmmmomm^m^^. mmmns oo^ 

t>mm\L*r--7Uv V (EKB) £gflBLfc#£^«B 8 3 OW:, MtS?^^- 
;i/8 3 1 fCfc^T, ^=EU 8 3 ZCftHfibfef^-r^^-^ny^ (DKB) (D 

m-%iz&-oTm*>nz> j - k-^p-> jv- b^~^^mmLXE kb jcj: 

-fbS*lfc*-Bgp#ffc^r- (KEK) E K B ©fli3#M£M:, 5fcfCEI5 

[0 3 2 2] 
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¥f£ig«B 8 3 OH:, m$b4£*r-~7Uy9 (EKB) (DMMlZ J: o T3tf# L 

^-ut-^fb^- (kek) $^{c, ia«ise8 o o^e>gfigbfcB&#fb 

n>^>y3r- : E (KEK, K c o n) ©1t##t3g &H?T l"C3>f>^^- 
[0 3 2 3] 

S4 30S^IB8 3O©^^'J (E 2 PROM) 8 3 2}C&M£*l 
fc-f - 2/-v^E KBtt, 7^>fX (S4ggB 8 3 0) fc^&fr e>ftlj«3*lSW 
MLtEKB77^;i/t&'J, MX-tf, BU^(Z)Efl 1 &MV>^mH^cfiiCf3*L 

[0 3 2 4] 

MX-ti^^U -J - P<Dft-D*-i$K 0 1 Tf&titfK 0 1 TBf#fb$ti^;i/ 
- r-df - : E n c (KOI, Kroot) #>f — S/*;i/E K B £. LT&^S*l£ 
. ^-*A-fxi±-f-i/^;i/EKB(Z)^0.^{ci; h3f-£m#-r&r £#RTfg£ 

Mxli;i/- h^-lCJcoT^-^-fbStlfe^-Bf-^-fb^- (KEK) 
UfeE KB S:SfiLfc*-&tCt±. ^-J/tiVEKBA^f til/- r-3f-&MV>T 
^-Bf-^-fb*- (KEK) £fc#«rtBi:fcS. 
[0 3 2 5] 

-r-^^;i/EKBti. i o©*f^u - J - KicSi-^^-vt-rxicftai 

<fci^. Mx-WU^U X^>f *j9(Djj-T3V j — K©y- K^-K0 1, 
yS4aiBSJ*oPC©*>f^'J;-K<!D;- K3f-£K 1 0, *y h?-? 
Mfc<D&1&n&mW:<D1}'r3V J ~ Y<DJ - K^r-SrK 1 Ulfett, itl <b 
©#f/H^ICfi!), Enc (K01, Kroot), Enc (K10, Kro 
o t ) , Enc (Kll, Kroot) <D 3 jgj®0>fl&-iHt;i/- h^r-Sr^^fiLfe 
-f-S/^;i/E KB Sr^OTffl^^Si^tCJ: »K -etl-e^i©^^*^^ * tC 

£ ^ x mm «rtB & m^it 3 > ^ > y © gBfs & tf* e> r £ # «rtg n & -5 . 

[0 3 2 6] 
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04 5 1C, n^^MOt^V (ex. E 2 PROM) iZ^rAJ 7. ^- -fu v V 
(DKB) 4-isV)VE KB £ btgaif, gBS4fflffl«=»r-^n 
(EKB) IISiLfeWJ^t. EI4 6tC^tl^(Z)dr-^n^^ 

[0 3 2 7] 

04 StfDlS/atCoV^SllBTS. r;H^ (ex. fa^l?£#£) ti, 04 5 ( 

a) ©y-^KStjs-rsTVw^-c&y, y u -^©^ssBtcfli^sns* 

b) IC^fE nc (Kstd, Kleaf) ~Enc (Kleaf, K n 8 ) <£> 

x^-y^y? (dkb) z.<nmmz. %izmmvr=.DK 

[0 3 2 8 ] 

S&k:, f^-f^ii, gait, S^fiCf^^-^n*^ (EKB) 
®^8&ft3f-:/n (EKB) fcfVW ^^r-/D y * (DKB) il^^MfC 

o 

[0 3 2 9] 

Bl4 6tC, Ef4 5 ( b ) fflDKB, E K B 7.iZj3tfZ> Z2 y-?yy 

^-■(DMnWkmz&^Tmft-t&^T-V -f^^-t. *fXr>y^S4 6 0 1 &C£ 
V*T, -^A-f^Ui, U -7 I DtCfi-^VAT* b Iz-^-K s t d £^ffi~r& 0 

h l/-^3f-K s t d U-7 I DJCiS^V^T-^A-f Xtf ©■fe^rn.r^^U 

[0 3 3 0] 

?£{C, S4 6 0 2fC&V^T, X h I/- ^3f- K s t d tCgr^TvVW *3r- 
y ? (DKB) ©^a, E nc (Kstd, Kleaf) <Z)^#£ 
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HfTU U -7^r-&#«)S. ^IC, S4 6 0 3i:feV\t, 'J-7^r-Klea 
f ICSo'VaTtV-nM *3r- :/n y # (DKB) (Z>#L3g, t^^Enc (K 1 e 
af, Kn8) ©tft-^Sr^frL/, Xt^V - / - F3r- £^#>£ 0 D K B U 

- yjtsit^fcstifcy - F^-tfteaftstiT^scD-e, - 

F*- * i£g U - 7 3f- ic J; 3^-5§-#L3ltc J; o Tifc#1-£ d £ tfi «Tfg £ 
[0 3 3 1] 

>V^S4 6 0 4(Cfc^t, y - F=3r-K n 8 ^ E K Bj&mZMfi 

#;JC, Xr7^S4 6 0 5lCfc^t, 3$%it3r-zruy V (EKB) <Z)#t3l{Cj: 
o Xifr&)fz.)\/ — h^f-Kr o o t ^rM^TEnc (K root, KEK) 

-^(fiJCffrWStlfcE n c (KEK, Kcon) 0t^l?:ilTbT3>f> 
y*-K c o n 
[0 3 3 2] 

124 5 (b) \Z.^-tmmt*--7u v Z (EKB) ttSBftSfflfflEKBtft 

ttLxmi 6<D%m&mft't&z.£. : &Tijm"e3b&. 045 <t>) izB-tf 

/W^^-^D^ (DKB) Ji, ±ffi*>e> 8©(3D^ - FKn 8©y - F^r-* 
[0 3 3 3] 

y, isjtftjcfliJWstiS'^-eiifcv^ *»^<z)ji©&¥fffSiT , r<sfc«>tctt, wis 
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[0 3 3 4] 

*—7Uy>; (EKB) CJ:oTl^ft:£*l£it£fi#$U ^^tlT^iE^^T-* 
[0 3 3 5] 

fmmtpiZ&fflls. 1 ~D*.^mt*-'7Uy V (EKB) tCioTii^tl 

nhxny^yycDn^^mm^mt^a,, 
[mi] 

[El 2] 

*l§^(Z)fi^l >> * ^ A <Z) i/ 7s rJ*mj&mt5 J: 7 s - * MJ&M £ at 1" HIT? & 

So 

[03] 
[04] 

ft*-^ny^ (EKB) ©fil^tHf**. 
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[05] 

kb) ^mmLt=im^mtm.^mmm^-tm^&^ a 

*ftm<nftft&Mi'XTMzis»&m&jik*r-'7uy9 (ekb) (D7*~-*v 
v t>M£^1"0T-&£ o 
[07] 

*mn<Dmm&m*yxT&iz&tt z>%%}it3r--7uv v (ekb) ozynw 

[0 8] 

*&m<DmmMmisxT2±iz.&v&mmt*-7ny ? (ekb) t.. ny^- 

[09] 

^5§H^©'»#^^^^AicJ3^^>^fi:^-^n^^ (ekb) ny^ 
[010] 

*mm<Dmm&myxT2±lz&tf&mmik3r---7u v V (EKB) tny^y 

[011] 

<d mrnmm y^Aias^^mmw- mm<z> % ^ 3 u &m e> m * mm 

[012] 

*m%<DmmmmyxT^ici3tt£ffimkm%}it3r-z?n (ekb) 
&t T&n & m m -r & m -e & & „ 

[01 3] 

*lfe0H©'»MSiy7.^A{cj3WSW^i:^-^n y ? (ekb) (Dtammn 

[014] 
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*nm<nmm^*s^i>.iz&tt&ffimtmmt*-'J r uv v (ekb> 

[HI 5] 
[Hi 6] 

m <o mwtf&m v x t- u \z 33 # s s Etss w © tan n. - y h jc s an $ntv> 

•5 5 s - # * MftBJ! t s 0-e & -5 . 

[017] 

#38 © ft M3I S/ ^ ^ A iC £ W" £ © y =r v V a. * ^ U (c f EH 3 4x £ 
^-#£IftH£i-££#)<Z)0T*&£ o 
[018] 

#m ^ (D fm&jg i/ x ^ ^ 33 vf z> n 3L*gm ? 7 -r ;v <d - # #j$ & hse»& w &c 

[019] 

#3§^ © ###133 2/ * -r- A (C 33 W £ T - % ~7 T <i JV <D - Z m& £ M Hg tC yjk 
[020] 

##§BJ!<Z>ff#M3a > X ^ A IC 33 W -5 *S£«3i 7 7 A JV(D^~ # Wf& £ «fc U 
iC^f 0T?&£„ 
[021] 

[02 2] 

[02 3] 
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[02 4] 
[02 5] 

a 

[02 6] 

W © 2/ X ^ A tC W S ^ - * 7 r >f ^ © Sffi ^ v ^ (3D BP & 
[02 7] 

[02 8] 
[02 9] 

si! © fit«*M 2/ x t- a ic & v % r & ffl nrtg & fflKMUt&m & b -r 0 t* & s . 

[03 0] 
[03 1] 

[03 2] 

*?%m<D mrn^m */ * ^ a k & w s ? - * & b-t & & . 

[03 3] 

^Ifi^oM^a^x-rAlcfefts^r-^arft^ny^ (ekb) MLfe 
- * # M 7 n - £ B -t 0 tf & S . 
[03 4] 

^^©ftMaS/^^AlCfeWS^Sfrfb^r-^ny^ (EKB) fc, ISIE^r 
-^^-frTSH^-r^T-'-^^h, fAM^T'0MM$:^t@ (-£©1) 
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[03 5] 

*mW<Dmm&Mi/X'rMZ&VZ>m%)it*--7Uy ? (EKB) fc, urn* 

•So 

[03 6] 

m ommt&m v * ^ a k ts w- & mm * =e u % - k z mm vr^x numm */ 

[03 7] 

ICV) ®^tC^M-r-g>MAC'fii^^M$:^-r0T'$)-5o 
[03 8] 

:fc$8B©M&3BS'*'5 i .MCj3tt&>f ^-t-^Ut 1 ^ -fi^i (ICV) <Z) 
[03 9] 

[04 0] 

[04 1] 

o 

[04 2] 

m*mw'?z>mx&z> 0 

[04 3] 

^Wott^as/^^Atcfe^s^r-wSjr-fbyn y v (ekb) zm^t=.n 
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[H4 4] 
[04 5] 

*mw<nmm&m^xTj±K&vzTAj x*c--7a (dkb) , 

mt-JUvV (EKB) ©l&ilMM&^tSit'SS. 
[04 6] 

*!8i©fliai/XfA(CfeW§r/UX^-^n7^ (DKB) , 
8Mfc:/Dy# (EKB) Zm^fc.nyT>y*-<D1&mMmMm*Mm-tZ>mX* 
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2 1 


A— V"^-;i/=3>tTa— * (PC) 




2 2 


sK- # -ffr^rM 7s (PD) 




2 3 


PDA 
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2 5 






3 0 
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